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To the Members of the Manitoba Legislaturé:

In view.of the many recent unprecedented, complex rid dynamic privacy issues touching the
public, government and our office, this Special Report has been prepared as a “Snapshot’ of
toddy’s privacy environment. '

Under section 58(3) of The Freedom of Information and. Protection of Privacy Act and section
37(3) of The Persondl Health Information Act, the Provincial Ombudsman may, it the public
interest, publish a Special Report relating to-any matter withiin the scope of the powers and duties
of the Ombudsman, Among these responsibilities is aduty to inform the public about these two.
‘eriactments. Aswell, the Ombudsman’s Office serves-as an oversight fiinction concerning the
collection, use, disclosure and security of personal information and personal health information.

"I‘l__ai‘s:jf-Spc_cifalj:_Regort isintended to contribite to'a general awareness and public discussion of the
privacy i's'sue‘s-.-that}t-:'oﬁﬁ‘.ont'u'5_ all daily,

Barry Tuckett
Ombudsman
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A PRIVACY SNAPSHOT
‘Taken September 1999

INTRODUCTION

The: Ombudsman s Office overseés the compllanee of most provincial pnblic seetor
orgamz.ations and someé private- sector professmnals “with: privacy protection laws inManitoba®
Sirice The Freedom of Informat:an and Protection of Privacy Act and The Personal Heolth
Informuation Act are recent enactinients, we felt it would be useful to provide a sample-of the:
complex debate about. prlvacy rights, not JllSt iri Manitoba, but alsonationally and mtematmnally
We have called our overview a "Snapshot” because'of the rapldly evolvmg character of privacy
issues in the current.information environment. -Our portrayal -of the status guo is likely ‘to be:
overtaken even as.we issue this snapshot.

1t is a commonplace statement that natjonal borders have fallen virtually before the. onslaught of
oppertunities offered by electronic communications. MarshallMcLuhan's "global village" seerns

to have becomie a.reality. By the same token, privacy. has become. an issue transcending

;provmelal and national borders: Hardly a day goes by without new information; debate, and

‘concerns about personal prwacy appearing in the news. media and on the Interriet. Sometimes it
s difficult to distinguish bétween: authoritative: information and what may be considered
sensationalized speeulatlon or ‘even scaréinongering. Nevertheless there is no doubt that

information privacy in a global communication context has become 4 major public. policy issue.
encomipassing much motre-than the Internet.

‘The spectre of "Big Brother“ is conjured frequently by autliors attempting to portray the potential
‘effect of widespread misuse of electronic communications. In 1998, the Canadian Broadcasting
‘Corporation aired a tyvo-part televised serieson modern survéillance activities. entltled "No Place.
to Hide". * In recognition of two miajor segmients of society holding' vast -amounts of personal
“information .about. us, the series characterized the- -public sector as. "Big Brothier” and the private.
sector as "thtle Brother". The Winnipeg Free Press carried an editorial on July 27, 1998, which
noted that "The erosion of privacy, in fact, is one of the most worrying features of. the revolutlen
i electronic cominunications that are -occurring an. ever-faster pace." The Globe and Mail
observed on. April 16, 1998:. "As usual, we've emibraced the technology before we've undefStood
its'effécts.... Privacy is becominga: number-one:-concern for Canadians: in the-electronic age" A
commentary I The Winnipeg Sun suggested. that "Our’ leglslators may need to fook at stronges
privacy Ieglslatlon to shield people from 'Big: Brothier' style abuse... by the nsual pllbllc and
private busybodies."*

With the: dccelerating  advances: in computing. ‘and ‘electromic communications, personal
inforniation has: become a focus of intense interest by mariy:organizations and individuals for a
variety of purposes ranging from commércé to reseatch, from setvice to the public to public
safety, and from personal to national security. Tthas been chardeterized as 2 commodity and the
protection of it'as.a human right. While the proper use of personal mformatlnn can be benign or
even beneficial, the abusé of it-¢an lead to conseguences ranging from the merely: itritating to the
terrifying. If theére is any message to be drawn from our "Snapshot", it-is simply that the public
needs to be aware -of privacy issues; and competing interests so that individuals ‘tan make
iriformed and balanced choices about the -collection, use, and disclosure of ‘their personal
information whether by public or private secter eiitities.




‘We have included endnotes for this. snapshot in order to provide information sotices: afid Internet-
links for thoss who iay ‘wish fo-explore privacy issues in an-electronic efniviroriment. Bé prudent
about dccepting too many "cookies".

WHAT 1S PRIVACY?
The answer varies, because the concept of “privacy” may encompass a number of dimensions:

e privacy -of the person. This is concérned with the integrity:of the. individual’s body.
Issues include compulsory immunization, blood transfusion without consent, _compulsory
. provman of samples of body fluids and boafy tissue, and compildsory sterilization;

. privacy of pérsonal behaviour: This. relates to.all aspécts of behaviour, but- especially to
sensitive matters, such as sexual preferences and habits; political: activities and veli igious
practices, both inprivate and-inpublic places;

. privacy of personal communications. Individuals claim an interest in being able 1o
cammunicate among themselves, using various media, without routine. monitoring of their
-communications by other perSons or organizations; ond,

o privacy of personal data. Individuals claim: that data about themselves- should not. be
automatically available. to other individuals andorganizations, and that; even where ddata
is-held by another party, the individual must be.able.to exercise w substantial degrée of
control over that data and-its use.”

In. Manitoba, The Freedom of Information and Protection of Privacy Aet. (FIPPA) and The

Personal Health Information Act (PHIA) protect the privacy of personal information-and personal

health information: While other privacy interests may indirectly benefit from the legls[atxen the-
primary putpose of both laws is the protection. of data- privacy within the province:. Taken

together, .these. Acts provide a legal right of" privacy. for personal information held by public

bodies and personal health information held by a puiblic trustee, including public boedies, and a
personal heaith information manager. These access and privacy rights do not extend into the

private sector with the notable exception -of important -areas. defined under PHIA which

nevertheless do not imehide some mgmﬁcant "ugers" of personal health information such as

private employers and-insorance comparies:

Both Maniteba statutes are:based on ‘principles: of Fair Information. Practice developed by the
Orgamsatlon for Ecenomic Co- operatlon and Development (OECD) it 1980.° “According to
these principles;an orgamzation is obligated to:

identify the reason for- collecting, using.and disclosing personal information;,

obtain cersent before collecting, using and disclosing personal information;

collect the minimum amount of information needed-to accomplish its purpose;

use ‘and disclose persenal information only for the.same reagons it was collected . (unless
consent is.obtained); _

ensure the accuracy of personal iiiformation;

provide individuals. withi access to their own information. and ‘allow them fo ‘make
corrections if needed; | N

keep personal information:only for as long as it is needed:

ensure the security of personal information; and,

provide a complaint process-and an independent review process.”
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When information moves beyorid provincial borders, the Manitoba legislation loses its
jurisdiction and its legal ability-fo protect the privacy of the information. Data. held by much of
the federal public sector is; however, covered under the 1982 federal Privacy: Act. '

Other privacy interests-may: receive limited protection under the-Canadian Charter of Rights and:
Freedoms {the Charter). It is important to understand that Canadians do not hHave an inherent ot
codified “right fo privacy™.

Privacy of the person is preserved, to a degree, by 5.7 of the Clarter? This: provision states that
everyorie: has the right to life; liberty and security of the person,and cannot be denied- this right
except in accordance with the pririciples of fundamental justice (similar to “due process™). “The
privacy protection is éssentially Timited to. circumstances where -an ‘individual is detained or’
incarcerated by the government. While the person’ may decline requests for bodily fluids, tissug
sampleés, and medical procedures while under the “control” of the state, the state may nevertheless
:'ov_e___rcmﬁg the individual’s lack of consesit if it is in the public. interest of “a free and demaocratic-
society””

‘Communication and data privacy may be preserved under 5.8 of the Charter, depending on the
particular circumstances of the case. According to this provision, everyone. has:the right to be
secure against unreasondble: search-and seizuse. A riajor limitation 1o the privacy protection is
that thie “search and seizure” must be unreasonable to be prohibited. Coutt eases have determined
that the right to privacy only exists in places and circumstances where people have a “reasonable
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expectation of privacy”'" Whetheér or not someone'may reasonably -expect privacy has been.
based on.‘factors such as possession or control or ownership of the placé. searched, ability to°
regulate access to the place searched, and the objective reasonableness of the privacy expectation.
Therefore, intercepting communications. and ¢onducting sutveillance would likely: not. be
considered “nnreasonable” in public places, '

Anotlier limitation of the law- is that individuals are protected against intrusions by “agents of the
state”, but not surveillance. by the. private sector. Therefore; while the state is generally not
allowed to intercept telephone: calls. without a warrant, an employer may routinely fead
employees” e-mail or mmonitor-employees” activities.over-closed cirenit TV cameras. '

TEfforts to protect privacy in Manitoba have been directed toward. ensuring the privacy of
personal -information held by the public séctor, rather than. directly preserving. the privacy of
individuals. ‘It is expected that the ability to controlwho has at:'c_f':s"s_-'_j"ct_)'pejrs'o'nai'in'foif'm&'ti'on: will
ultimately provide ‘a measure of pérsorial privacy. Data privacy laws are intended fo place
control ‘firmly-ini the hands of the individual the information is about:

Remember your personal information belongs to you, no-one else. Governmenis,
banks, and other organizations who need your information-often forget that they
act:only as the custodians of the information you entyust to. them, and which they
are vesponsible for safekeeping. They do not own-t."

Manitoba’s emphasis on data privacy. protection is comsisteit with. the approach taken
nationally,”? as-well as internationally" in the. Buropean Union, Australia, New Zealand, Hong,
Kong and the United _St_ates:;_]'q :

Soine. aspéets ‘of the: provincial legislation have drawn intemational atfe'_litio'n._;ij" Manitoba has
been recognized for its efforts to regulate the collection, use.and" disclosure: of per__s_on_al__hggl_r_h_
information: The Personal Health Information’ det-is not only the: first legislation in Canada to




regulate the privacy of personal health information — it is also the first statute to explicitly protect
health information held by:health professionals in the. private sector.

WHY IS PRIVACY IMPORTANT?

Surveys and studies reveal clearly that Canadians value their privacy. The Canadian Privacy
Survey in 1992: found that most Canadians were moderately to extremely- concemed about’
personal privacy-(92%). 16 A 1694 Equifax Canada survey reveiled that the majority of Canadians
(76%) were ‘concerned about privacy, and believed they had lost.control over the cllssemmatlon
and ise of personal jrformation about them (70%)."" A 1995 study by the Public Intefest.
Advocacy Centre (PIACY confirmed that Canadians want fo-control their petsonal information:

Canadians want 1o be informed about collection processes and abowt the uses to-which
their personal information may be put (95%). They. insist ihat ifieir perniission:be sought
and given before any-such information is passed on'to. another organization (94%)."*

‘This studyalso found that. privacy perceptions reflected socio-egonomic variables;

The most noticeable cleavage is along cluss lines. Opmmm‘ about invasiveness

and justification [of speczf . mformanon practices] often vary - with income and
education; but-also with age. For instance, higher-income [survey] respondents

will ‘be more concerned abour chavities making uninvited $olicitation calls. and
-:seﬂmg itieir dopor lists, whereas lower-income respondents are more concerned
about banks requiring their. employment status in.order fo smrp!y open.a bank

account. or about Revenue Canadaand Employment Canada. sharing information

o prevenr froud. 1

Despite the importance of privacy, it is sometimes described in terms that
“Whiat arouse suspicion — the. right:to be. anonymous, secretive or unseen. These

T values seem to be important only if a’person has. something: (pfesumably
have'y@lﬂ imamoral or-illegal) to-hide. ‘This suspicion cat-eanse a subtile slift when

got to. considerinig information privacy jssues. Rather than asking organizations to
o justify the- collection of information, individuals are asked to justify their
hide? refusal to-provide:information.

But privacy preserves more than secrets. In addition to the “nght 1d retreat
from the :world”, privacy confers a “right to control information about oneself, ~even -after
divulging it to others”:

Privacy, as defined here, allows individuals to choose when to withdraw dnd
when. lo participate. People must be able to seek solitude aid 1solation ﬁ'om
others to: develop d sense of themselves apart fron.others. Developing one's.
unique Idemiity is critical to.a person’s ability: 1o form his-or her own. thoughts
and opinions and to-establish intimate connections with others: A society that
preserves privacy for its people is-one: that dcknowledges the individuial's interest
in maintaining control over his or her life. One aspect-of this control is being
able 1o determine the presentation of one’s self or various pieces of one s self, to
others. A person who. is yndble to refreat feels constantfy watched, dehumanised,
.and powerless to make fundamental decisions affecting his or her o life?"




According to this view, pnvacy is fondamental t6 other ‘constitutional and democratic rights,
mcludmg freedom of conscience, freedom of thought, freedom. of expressmn, the riglit to vote,
and the rights. to liberty and securlty of the person. ‘Without the privacy of a secret ballgt, for
example citizens could not fully: exercise their right to vote. Therefore; we.can conclude lhat
privacy is important becaus€ it provides positive social betiefit.

SHOULD PRIVACY BE A HUMAN RIGHT?

Privicy International's® 1998 report. Privacy: and Human Rights: on infernational survey: of
privacy I.:{,_;w.s_' and practi ¢_?3__s‘1"sfates': '

Privicy 1s. @ ﬁmdamental human right recognized -in the UN Declavativni of
Human. Rights, -the International Covenant on Civil and Political Rights and in
marty. other -interndtional cnd regwnal ifeaties. Privacy: ider pins: homan
dignity and other key values such as freedom of association and. Sreedom.of :
speech. It has become one of the most important human rights issues of the
modern. age”

Taking a broad. definition of the ¢lements of personal privacy,” the report points out that Canada’
lias rio explicit right to privasy.. If privacy were defined as a fundamental human right under the:
federal Charter of Rights and Freedoms, it would ‘extend beyond thie: basie protection of data and
information to°'encompass privacy of the person and that person’s behaviour..

Somie advocates argue hiat: privacy should be entrenched as-a charter: rlght and include physical,

bodily and psychologxca] integrity; fréedom from survelllance and, privacy of personal space. In:
thiis view, people should be-able to choose how they wish to participate in the’ world:” Among the
bienefits would ‘be recogmtlon that governments and businesses do not have-an inherent right to
conduct surveillance or ‘create “consumer” profiles of people. It is argued that, unless privacy is
explicitly recognized as a right; it risks becoming just another commodity that individuals, are:
expected to-exchange for goods and services.

If privacy were a Charter right, it would be balanced agamst other:human rights, rather than
against. commercial interests.. ‘It would be viewed as.a “public good” rathier than as part of the
“economm infrastructure”, = It has been argued that-even though privacy is not a constitutional
tight in’Canada, we should nevertheless app_r_oac_h p_ol_lc_y decisions as.if it were:

If we approach privacy issues from-a humdn rights perspective, the principles:
and solutions we arrive at will be rights-affirniing, people-based, humanitarian
OHES. [I]f vie adopt o marker=based or economic appmach the solutions will
reﬂecr adifferent philosophy, onie that puts profit ma ‘gins: and eﬁ' ciency before
people, and may not first and foremost serve the common good.™ 2

Ii short, the argument is that. if privacy were’ ‘entrenched as a human right in Canada; it would-
provide d baseline for all citizens and residents in their interactions; whether with:public. or
private-sector entities, Nevertheless, Canada anid most of its.provinces and territories do have
information. access and privacy Ieglslatlon dealing with personal information held by public
bodies, Quebec is distinguished by havinga law that also regulates personal information held by
private sector businesses operating in-that province.




ARE WE L0SING CONTROL OVER PERSONAL INFORMATION?

In the public sector, obtaining goods or services generally requires a person to: provide some level
of personal information. The amount or sensitivity of intimate ‘personal information collected is
often proportional 1o the type. of service required. Users. of medical and social assistance services-
tank at the highest levels of demand for personal information and frequently represent the most
vulnerable segments of society. In short, those in greatest need or at lower income levels 6ftén.
provide greater amounts of information to-enable or justify provision of goods -and-services from
-the: public seetor..

This: mandatory collection-of personal ‘information is subject to-information aceéss and privacy.
Jaws ‘in Manitoba to control ‘and manage the collection, use. and disclosure of personal
information. These Acts were- passed in recognition of the fact the electronic recordkeeping
capabilities and new communication technologies can lead to improved provision of better
Services, but also put vast volumes: of electronic - information: at greater risk. of misuse by
inappropriate: data sharing: The personal information privacy: components of the Acts-were
-developed in the-context of increased demand for such information in both the public and privaté
séctors of society.

Informaticn techniology advances are catising custodians of public. records: to. re-exarniiie the
putposes: and ‘uses.of traditionally :accessible records held, for example, in relation to persanal
information-intensive public registries. such as real estate, personal.property, assessments, and
driver and ‘vehicle licensing registries. Some of thess registries have been available for public
scrutiny on 4 €ase-by-case or limited-number basis over ‘the years. Electronic technologies have
enabled -access to and manipulation of the information on a scale never envisaged when the
registry systems were developed and sanctioned by law or policy. The-disclosure-of personal
informationin these types of re¢ords on & bulk or volime bass. is specifically. controlled under
Manitoba .access and privacy laws, as is the linking and’ matching of personal information
contained in public: registries or ather collections:of petsonal information.. This control does. not
challenge traditional. public -access to such: public records, ‘but it'does .control the use and
disclosure of personal information by public bodies other than the custodian. of the information
arid byif_:p'r-_ivaf_e""'org'_’_anizat_idh_s-. _

I the private sector; as in the public, significant opportunities are beirg ‘gnvisaged, explored, and
developed to improve the provision of goods and services to the public- through the use of
electroric technologies. Colléction of personal information in the course of trade and commetce
has become a- distinot component of many businesses, and the sharing or inarketing of this
information is. becoming ever more commonplace. Privacy advocates argue that the collection,
use and disclosure of personal information iii the private sector should be subject to Fair
Information Practices to protect the privacy of individuals.. A number of companiesdo- treat this
information securely and ethically, but the potential.and actual misuseé of personal information
has become a: focus of national and international debate. which revolves about state ‘or self-
regulation of the collection, tse, and: disclosiire of personal informtation.

Some businesses dsk: people to, it efféct, exchange varying amounts-of their personal information
for-bonus points, discounts and “free” merchandise. While. individuals may receive something
for theirloss of privacy, is it 4 fair exchange? . It has beeri argued that individuals are not in a
position {6 bargain fairly. They are often unaware of any or all the uses to which their
information will be'pit. There. are few, if any, effective laws in place that provide recourse: 1o
consumers for breaches of privacy in the commercial sector. As well, tost individuals cannot




frily “negotiate” the price of their privacy — it is:a “take it or leave it” proposition. This becomes
less benign when it is understood ‘that the collection of personal information is. largely
unnecessary to the:commercial transaction — the consumer simply wishes to obtain- an article of.

clothing, but thie retailer r__ri‘ay--want.-paymeﬁtgfor the va_luet.ofﬁ_thé_'item'_aﬁd personal information.”’

Despite. the high Tevels of concern identified in public opinion surveys, an individual’s control
over his-or her own persenal information appears. to be slipping. It 'seems that an increasing
number of unintended: privacy ‘breachés are being reported in the media. Perhaps the largest
exposure of Canadian data occurred in January 1999, when the personal information -of as many
2§’ 50,000 Canadian participants in Air Miles was revealed.”® Bighty-two categories of
information could be viewed, including name, address, telephone number, esmail-address, types
of credit cards held, and numnber-of vehicles owned.

In April 1999; a ‘rash. of unintended privacy breaches were reported in the. United States,
including; '

o 1,800 email addresses accidetitally revealed to-other customers-of AT&T;

s 24,000 email addresseés inadvertently sent to patential customers of Nissan;™

e 1,500 email addresses mistakenly sent to- customers of Seagate Software;® and names,
addresses and full credit-card numbers of custorers for at least 100 smallbusiness sites
on the Internet.”’

29

Perhaps more. troubling are pﬁvac_y-'. controversies that arise from the infentional collection, use
.and-disclosure-of personal information.

‘SURVEILLANCE
“Surveillarice” involves monitoring people-and locations,-as well _'as:_'in_tercept:ing'ébmmunicaﬁons.

The amounit of visial monitoring taking place through the profiferation of closed-circuit television
and video surveillance cameras is increasing. In the United Kingdom, for example; itis estimated
that there dre currently 1,000,000 video cameras conducting surveillance in public. spices.™ This
surveillarice is credited with significant redictions in criminal activity.. Privacy advocates will
point out that although the serious terrorist threat in Britain was a prime metive in developing this
system, questions.can be raised about the real overall effects of v ideo surveillance. Does criminal
activity simply move from the areas under surveillance to mew locations; setting offa never-
ending -installation- of more and more surveillance systems that serufinize everyone
indiscriminately? N

Surveillance cameras can be'manipulated from a remote site and be equipped with "night vision".
They can “follow” and even identify people as they move through public and private spaces.

‘With the advent of digital cameras and digital camcorders, these. images can be readily used on.
personal computers and transmitted electronically. One recent article predicted that the sharing of
video-clips would soon become as.common as e-mail® As it becomes easier to collect and store
digital tmages, the likelihood that these. images will be used to. reconstruct & person’s- daily’
movenients and activities also inereases. ' '

10




RGO EST 2a Surveillance. .networks are becoming fransnational. In

ENFGPOL 15 particular, two global networks have drawn media attention
"a sniper’s over the past year. ENFOPOL is an “eavesdropping” system
bullet ill the that will allow: autherities to intercept any mobile phone cails,
T Internet eommunications, fax transmissions:and pager messages

‘head of in Europe; regardless of the country of origin. The strategy
prwacy. " calls for comniunications devices that will support witetapping,

T Brown. encryption codes. that can be broken, and a “subject tagging”

Policy Divector system that can track people geographically:

| Privacy International

: I . ITThe tagging system. will create a data processing

and transmission wetwork that irvolves not only the
names, addresses and phone numbers of targets and associates, but email
addresses, crediteard details, PINs aid passwords.

But the proposal has infuriated civil liberties and Internet vighis: organizations,
Jan Brown, technology poquy d:recror of Privacy. International, calls it a
‘sniper's bullet in the heart of privacy'**

Another global surveillance system. which has recently attracted attention is' ECHELON. Tt
targets. all the. key Intelsat satellites used to convey the majority of the world’s satellite
transmissions, includirig phone calls, Internet, email, faxés and telexes. As reported in a working’
document té the: BEurgpean Parhament

ECHELON is desigried Jor prmzar:!y non-military torgets: “governments,
organisations and businesses i virtually every country. The ECHELON sysiteni
works by indiscriminately infercepting very: large: quantities of communications
and then siphoning out ‘what is valuable using artificial mreﬂzgence aids like
Memex to ﬁnd key words. Five nations shave the results with the US. as the
seriior parther- under the UKUSA agreement of 1948; Britain, Canada, New
Zealand .and Australia are: very much acting as .subordmate information

SE?"I.’IC@?’S 35

Tt is not }ust wireless communications that: are ‘being intercepted. In preparing for a civil trial
against a company in the United States, atforneys made a routine request for any recordings that.
would be- relevant to the case, Company officials admitted  that conversations. had been
surreptitiously recorded within a five-foot radius of microphones lodged in ‘employees’
computers: ' ) '
It turns out that virtually every computer system purchased after - March 1996
containg- a mrcmphone and that the IT departments. at: Polar and’ other
companies. had routinely: been using special sound-activated saftware to record
amd collect conversanons

The author claims that -any ‘individual with a computer purchased after March 1996 could be
under audio surveillanice withiout even knowmg it.

DATAVEILLANCE

-Datavexﬂance a térm. coined. by privacy advocate Rogér Clarke involves the- use of recorded
information: about people ‘and their activities. Tt.can target md1v1duals for Specl&l investigations

11




‘or eXpose bioad segments of the population to serutiny. Whether the goal __i's to monitor
transactions oh a Toutine basis-or conduct 2 single data-matching project, dataveillance requires
the use of identifiers. '

Dataveillance requires identifiers -to .connect bifs -of inforination to. -an individual. The
proliferation of “identifiers. has atttacted the attention of privacy and comsuther groups in the
United States. In February- 1999, they. instigated a boycott and filed a complaint with the-Federal
Trade Commissien against Intel.® At issue was the unique identifier that: was built into every.
Pentium 11, Péritiuin 11 and Celeron computer chip. Privacy advocates argued that the identifier
would make it easier to track computer users and their activities as they “surfed” the Intenet..

The.company claimed that the identifier was intended to enhance security ‘and encourage online
shopping (“e-commerce”), Véndors could authenticate the identity of a ‘purchaser by matching
the unigue identifier with the person’s name and gredit card number. Credit card fraid would be
reduced: over the Internet, it was assumed, because an impersonator would require a.-persen’s
name, credit card and actual computer.

While the Pentium TIL is still on the miarket, and. still has the capability to electronjcally

‘communicate its unjcue identifier, the privacy groups have been successful iii persuading Inite! to
‘turn ‘the identifier capability “off” before the computers are sold t6 the public, In other words;.

- +

customers have been given the choice of whetlier to activate the identifier. Their'complaint fo the
Federal Trade Commission has yet.to be resolved.

A‘tumber of other software arid hardware identifiers have been exposed. As-with the:Pentium 11T
chiip the-conmpanies did not-publicize the tracking capabilities of the following.ideuntifiers:

s (3lobal unique identifier {(capable of connecting a document with its author)
in‘all Microsoft documents created using Microsoft Office97; and '
e Unique device identifiers (capable’ of connécting a device with its user)
assigiied to-any network device by Sin Microsystems J ihi software: .

These identifiers enable. data matching and linking, Dala matching is -a form ¢f mass
dataveillance that involves comparing records from different electronic databases. The purpese
‘of the comparison is to find “imatehes™ where there should be.none (such as the recetpt of social
assistance and the receipt of employment insurance) orto-detect “no matches” when there should
be (such as evidence of CGrpora_tion registration without corresponding evidence that the company

filed inconie tax returtis).

In an effort: to increase efficiency and decreéase Gosts, public sector agencies .are using the
téchnique of data matehing more frequently: ‘Since data matching: eiidangers Fair Information
Practices;" there have been attempts to impose reasonable and fair limits on. these projects. At
the federal level, there is a policy stipulating that all data-matching proposals, including a cost-

beriefit analysis, must be sent. to the Federal Privacy Commissioner for ‘assessment.’ In

Manitoba, public bodies must seek-an opinion fiom the Privacy Assessment Review Commitiee
(PARC) prior to linking databases.”

While: the vse of modem information technologies. can contribute to. the provigion of better
services; it _slmnld___not ha:__prc_s_uméd'that.ajl':data—rﬁa’tdhi'ng proposals-would xesulf in public-sector
efficiencies. “Project Match”™, for example, was thie first large-scale data-matching program
carried out by tiie United States government. In 1977, the Depattriient of Health, Education &
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Welfare compared the records of those. receiving Aid to Families-with Deperident Childrén (SDClal.
assistance) with the records-of 3,000,000 persons employed by the federal government:

It identified 33,000 raw. hits, later reduced to 7100, resaftmg in-638 iiterndlly
mvesrzgared cases, of which.55 resulted in prosecution. . [T]hese prosecutions
resulted in-only about 35 convictions, all for: minor oﬁences with no custodial
sentences and less than 310,000 in fi nes.”

When the costs of the project  (resources to' create the' records for ‘the. match, _perform the
comiparison, investigate the - findings and prosecute the: cases) were taken. into -account, it was
determined that the pro_lect was not cost-effective.

Research into data:matching programs.in the United States, Canada, Australia and New Zealand
concluded that of all the people whose data is examined- durmg the matchmg Process, onlya very
small proportlan are eventually identified as meetmg the project criteria:.

Research conducied by the author-shows that typically between 1% and 9% of
records generate raw hits, and {. 1 — 2.0% survive the fi Gltering process. and reach
the analysis stage. In:the case of. the Austiralian Departinent: af Social Security’s
parallel marchmg scheme; the proportion of raw maiches which have resulted in
downward variations in benef Tis Has been only abom‘ 0.5%, with 0.2%. leadmg fo
debt recovery action. in relation to: overpaymenrs

The main reason for exercising-caution, however, Is the risk to privacy inherent in data-maiching.
schemes, It frequently violates the: principle that information collected for. one purpose should
1ot be used for another purpose without:coriserit,

As an investigative tool;- datd matching is prone to ‘error and inaccuracy. This results. from
-affempts to match information frem two databases that are. niot the same-in. content, structure, or’
design. ‘In all likelihood, ‘the databases have been compiled for different purposes; contain-
differenttypes of information, and possess differerit degrees of reliability.

While exceptions to Fair Tnformation Practices are made. for the purpose of faw enforcement, it
stiould be stressed that data matching. is often a “fi shing. expedltlon” Prior to. the match_
-governmerits rarely have redson to believe that any particular person has committed any’ partlcular
‘trafisgression.. Theréfore, matching may well Violate ‘the constitutional prohibition agamst
unreascnable search and ‘seizure, If every match is presumed to. ldent:fy a guilty person, it
-could resnlt in ‘that person havmg 10: prove his-or her innocence. This: would sibvert the-
traditional legal presumption that 4 person is considered innocent until proven guilty.

Data matchmg is a particularly invidious form of dataveillance because it promotes a narrow view
of privacy, where matchmg is'in the publie interest and privacy is.a personal concerii. It can be:
difficult fo argue-for the paramountey of privacy when the social benefits 6f data miatcliing are

usually weighed: apainst individual costs to privacy.. It has-been-argued that, if the social costs of
ménitoring ard the social benefits of privacy were identified and-considered, the emphasis. would
“shift away from datavell]ance 4

DATA NETWORKS

Increasingly, information collected from a variety ‘of sources is. stored in shared ‘computer
-databases' and . is accessible throogh integrated networks. If the trend to _data_.wa_rehp_usm_g
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continues, fiidividuals will no longer have’ separate “files” with ciif?f_eren_'t '(__Jrggriiz_at'it)ns_. Instead;
an organization will have access-to a temporary file that is assembled: from: all the bits of
iriformation that have been previously collected and stored..

This type of system can enhance privacy becauge inforimation can be differentiated on-aneed-to-
Jnowbasis. Tt is no longer necessary to provide agcess 10 tﬁe-gnﬁ_fe‘-ﬁle: As well, c'@mpu_te_rized
audit trails can be built into the system to ensure that only authorized access to information has
oecurred.

Networks can also pose tisks 4o privacy: With unique identifiers, information from different.
“soutees can be linked whenever requested. This could eliininate the need ‘for data-matehing
controls (legislated procedures or policiesy and the oversight that dccompanies those controls,
But the greatest 1isk to privacy.could arise from the foss. of document “context”. Tn a paper-based

syster, the document containing the information’ provides context for ‘that irfformatiofi: For
exatiple, information may take on a different meaning depending on the document type (letier,
affidavit, or quesﬁonn'aire),_js_'qu‘t“cs:'(_inyestiga_tor-, individual; or advoeats) and date, Without the
appropriate ‘context, bits of information become increasingly vulnerable to misconstruction and
niisinterpietation.

These trends point to declining control over our personal information,-and lead to-questions about
the futute of privacy.

Tt END OF PRIVACY?

“The - convergerice- of computing -and communication technologiés ‘means that the collection,
storage, analysis and retrieval of information now occur on'a vast scale. Thecapacity to process.
large volumes. of information eénables routine monitoring of everyday transactions and makes the:
“snrveillance. society” possible;

Our understanding-of the term “surveillance society” is.influenced by:George Orwell’s Nineteen

Eight-four, and its catch-phrase “Big Brother is watching you™. In.Ofwell’s society, the only

institution to. monitor individuals was the government; in contemporary -soeiety, however, many

different organizations. conduct surveiliance. “Big brother” has been joined by his-so-called
“jittle brothers” in the private sector: '

Just.consider the amownt of mformation already being. collected us o -matter of
Foutine. — any spending that involves a credit or bank debit card, .most financial
transactions, telephone calls; all dealings with national or local government.
Supermarkets record every item being bought by customers who usé discount
cards. Mobile-phone componies-are busy installing equipment, that allows them
to track the location of anyone who has & phone. switched on. Electronic toll-
‘hooths and traffic-monitoring systems can record the nigvement of - individual
vehicles. Pioneered in Britain, closed-circuit TV cameras now-scan increasingly
large swathes of urban lapndscapés'in other countries too. The trade in congiimer
information has hugely expanded in_the past ten years. Orie single company;
Aciiom Corporation in Conway, Arkansas, has o database combining public and
consumer information {hat covers 95% of American households, Is there anyore
left on the plariét who does not know that their use of the Internet is béing
recorded by"-'SQ.m_ebady, somewhere? o
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Firms are as ifiterested in their-employees as in their customers. 4 1997 survey
by-the American Management Association -of 900 large companies found thay.
nearly two-ihirds admitted to same Jorm of electronic swrveillance of their own
waorkers.. Powerful new wﬁwme makes i, easy, for bosses to-monitor and record
Hot ojg{y all telephone conversations, biur every keystroke and e-mail message as
well.

The m:lpact of -all this momtormg on the future of privacy has been a source of- CONLFOVErsy.

Privacy advocates wete incensed, for example, when the chief executive officer for Sum

‘Microsystems. baldly asserted; “You already have zero. privacy - get over " 4 Although

‘extreiné, - this assertion. forces us to ‘consider whiethier the contmumg eresion of control over
petsonal inforination will lead to the*‘end of prlvacy”

‘We nieed to understand why privacy seeris to- be losing ground if

“Youalready ‘Wwe are going to forecast its fiiture, One theory views the loss of
| have zero | privacy as the unintended, but inevitable, result-of technological
1 change, From this perspective, if computer programs havé: been

privacy developed with the capacity to- construct detailed personal
- g@t over it.” profiles, those profiles will be created and sold..

‘Scott McNealy, It is our observation, however, that most techniology-is inherently

CEO Sin privacy-neutral. The positive. or negative impact of fechnology:

Microsystens dépends,on how it is used —and-people are respon51ble for those.
: decisions.

A good -example is- the- use. of enctyption software. The:software: can “scramble” an e-mail
message so that it cannot be read until it has been “unscrambled”. . If this type of software were:
widely used, communications privacy would be: increased, but crimé detection mi ght be redirced.
If; on the other hand, Taws teqiiired that manufacturers _provide “keys” to government and police:
(so they could read any encrypted communications without obtammg ‘warrants), privacy would be:
reduced thongh public;safety and national security could be enhanced.

Privacy protectlon is. frequently a matter of balaficing interests. The trick is that the real weights
and valies of the interests need to be determined, and assessments -that involve personal
information should be open. and transparent to the pubhc Compromlsmg the privacy of the
many, or even of one person, may-or may. not be a price-the public is willing to pay for cerfain’
invasive dctivities.

While information technology may be privacy-neutral, there must be prwacy protection built-im at
the systems: technology- design phase. The des:gn should take into account the faet that: systems.
have human as ‘well as technologlcal elements. Therefore, security safeguards; information-audit
provisions, and-well understood writtes policies and practices-must accompany the deploment of
mformatlon technologies using personal mformatlon

‘Data mining is-considered by many pnvacy experts to be one-of the most privacy-intrusive
potential uses of electronic data banks where: persorial information is involved, Data—mmmg has
been described as:

~a.set of aulomated-technigues used to extract biried or previously inknown
preces of mformation Jfrom large databuses. ‘Successful data mining makes it
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possible. to uneqrthi patierns and ?e‘lﬂ_tignships,_ and then use this ‘new'
fnformation -'to'm_a}ce:pm_aqr{ive--knoWiedgg—.dﬂtv_eﬂ..Zi.z;_.s_fn'ess- decis-ior_:s.43

Data-mining sofiware can sift thfough_ immense volumes of infotmiation ‘to create personal
profiles. Uncontrolled use of this techaique to track all consumer activities would significantly
decrease privacy. A combination of legislation, policy, organizational commitment to privacy
principles, and’ consumers insisting on"protection of their personal information would, however,
go 4 long way toward ensuring that the end of privacy will not be the inexorable consequence of
‘technological change. These measures would protect privacy without eliminating the substantial
public benefits. of technological applications. ' ' -

Somie pﬁvacy'e_xpcrts_:ar_e equally concerned thiat viewing, privacy as a “pargaining :'cl'ﬁp""'_{cou'ld
-gradually and ‘sefiously compromise it From this perspective; the loss of privacy would be the’
‘incremental result of many separa e decisions: to, “trade” pivacy for security and services. The

foss. o'f-;pri'\'_‘f_a_cy'from:-'the_‘\"-_i{déjdj Sur-\_f.ei'llanée of public spaces, for example, would beviewed as.an
exizhan"g_e'-for-increa‘se‘dl‘publ‘ic-.s’_afe'tjf in those.spaces. Theloss of privacy from monitoring e-mail

and computer use would “‘be balanced by irnicreased productivity. The loss: of privacy from
matching .b_encﬁciari_'gs_ of one- government program 16 ancther would. be: offset by: increased
profection from fraud,

In'this view, the loss of privacy would be acceptable if it resulied from: choice. Where elements
f coercion appear, the bargain seems less-appealing;-

Unlike totalitarian stotes where citizens sderifice their liberty fo- avoid
persecytion, network societies entice us into compliciice and: submission by
offering us rewards. aiid privileges. In exchange. for credit and access — the:
nodern.cquivalents of coloured glass Dbeads —we-offer up our personal privacy”
This "bargaining chip” perspective assumes. that individuals can and de’make: informed choices
about the degree of privacy they are willingto give up for a measure .of security or in a
commercial transaction. Making informed choices depends, however, on a number of facters
including -access to- one's own persenal information (to know what will be bargained away);

knowledge of how the information will be used and who will see it (1o appreciate’ the
cofiséquiences of relinquishing’ information); and-the ability to make a meaningful choice without

coercion (to not suffer undue consequences for "thi'n:g._-out"' of an‘exchange).

Crifics of this perspective ihaintain: that even if peoplé were-able to assess the costs. of trading
away their privacy, there is still no gharantee that they will be in a fair bargaining position.

Batgaining power-depends, to a great extent, ort the ability to walk away from an offef. In a real

sense, where. thiere are no real options available, the. privacy risk is ‘as great for those with.
resources, as for those without; for instance, if all organizatioris demarided information-as-a price

for service, consumers would have little or no bargaining power.”"

1t is probably premature to announce the:death of privacy, but its healthy survival will require
public-affirmation of privacy as a positive and important social value..

How CAN PRIVACY BE PROTECTED?

‘Privacy can be protected through legistation or self-regulation. Most public scetors in:Canada
now: have privacy-protection laws similar to ttiose in Manifoba. The private sector has retnained

fargely unregulated with the exception of businesses operating in Quebec’' and health trustees:
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practicing in Manitoba ™ To-some, the 1996 publication of the Model Code Jo the Protection of
Personal Informatmn by the Canadian -Standards: Association: (CSA) and -its approval by the
Standards Council of Canada, provided a- majer opportunity: for prlvate businesses-to voluntarily-
balance their busitiess nesds for ‘personal information with privacy rights. Development of the
Model Code-drew on significant experience and.expertise from both the public:and prwate sector.
Some business sectors had, in-effect, been treating personal information with reéspect and ethically
for a number of years; and the Code' siniply confirmed :or reﬁned their -existing practices.
However, the. rapid . ‘expansion- of -elecironic teeimologles and opportuniities for electronic
commerce; seemed to outstrip the rate of implementation of commercial Jprivacy practices based
on-the Model: Code:for the vast- majorlty of businesses operating in Canada In 1998, Canada
initfoduced Bill ‘C-54, the Personal Iformation Protection and- Electronic. Documents Aci™
confirming the shift i 1n -emphasis atthe. national level toward government regulat:on of the private
-sector:

Bill C-54, if enacted, would apply to any organization cellectmg, using o dlsclosmg personal,
information in: the course of inter-provincial or intsrnational activities or. commetcial activities.
In essence, the law would make the application of Fair Information Practices mandatory for many-
patts.of the business sector, This would be accomplished by including the ten principles-from the
CSA Model Code™ as a schedule in Bill €-54. The. ten. prificiples include: accountability;
identifying purposes; consent; Tlimiting  eollection; 1umt1ng use, disclosure. and retention;
accuracy; safeguards; opefiness; individual. access; and challenging compllance

There has been:a significant amount of debate eoncemmg whether legislation or-industry self-
regulatlon is more effective for protectmg privacy in the-commercial séctor: In' part;- the fifteen-
‘member European Union (EU) brought this debate to the forefront through its adoption of
Directive 95/46/EC™ in 1995: As summarized:

The e-commerice package: aims Yo cfaryﬁz the legal situation for consumers .and
companies who. do-business over the Internet, setting out rules in qreas such as
advertising, elecironic contracts, ligbility, and | professional standards.”®

The. Directive stipulates that personal data cannof be transmitied 1o, jurisdictions. that do not
provide adequate ‘standards.-of privacy protection; the standards are: based on Fair Information
Practices. It wis'scheduled to.come into effect' by October 1998,

The Directive has tiad major implications: for prwate sector data protection in other jurisdictians,
sitice n0n-e0rnphance thay result-in thé suspension of ‘data transfers and electronic commerce
{rom European couniries, Preferring indusiry self~regulatlon the United States eoveéininent and
businesses have resisted the enactment of regulatlons Privacy legislatlon has beén viewed a5
too costly and too interventionist. Ira period of increased reliance on or preference for “one-to-
one marketing”; there is'concein that restrictions on the ability of busmesses to collect and sell
customer: profiles would affect. the competifiveness of an enterprise. It is: alse feared that
]eglslatmn would reduce or eliminate revenues,. since prof les can be $old for-as much as
..severdl hundred dollars for each name and address of a customer™®

In- Canada, 1ndustry self-regulation has not been viewed with the same degree -of optimism. A
study in 1995 concluded thie following:

Lastly, iour survey shows that Ceanadians don’t trust the: pFivate sector to self-

regulate. When asked ta choose among thrée options, only 7% of Canadians
chose industry self-regulation over government regulation or gredter public
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tnvolvement: ‘in  rule-making and enforcement  of personal-information
protection”

Although the United S _'te_s__'_._'ha_si:been_v_i'ew.ed-as:-the.“rnOSt ardent propenent of self-regulation, there
are increasingly vigorous calls for privacy regilation even in that country. Some of the: pressure

has resulted from the seeming failure of self:regulation..

A survey carried out by the Federal Trade Commission (FTC)m March: 1998 founid that orly
14% of the 1400 sites réviewed in. the study, informed visitors of their privacy protection’

practices. N S
A different study (with different methodology) in. April 1999
R S found that while 66% of 364 sites hiad posted a privacy policy,
90% of Internet | and 94%of the top 100 sites had posted a privacy policy, only
: pi‘iVﬂ(‘;y pohcnes 10% of those _p_qlit;jes=_actua_lly :cpn?ljlie'd w1th :F'T_(lz'_.%ui__elii_'lps;"’?
| in d S A | This.shows that éven when web sites do post policies, 90%: of
failed to comply those, policies fail to et the minimum standards set by the

with FTC - FIC
- Staﬂdards :

Recent pressure has also been Goming from an unexpected
guarter — business executives anid chief information. officers:

These leaders believe the EU Directive woiild impose a “level.

playing field” regarding consumer privacy:

1999 Georgetown
Uniyersity Survey.

The po?{_-of 342 chief information Ojﬁ_qers (CIOs) dnd business executives was.
deployed March 29, 1999, at-a CIO Perspectives _c_onferer?_ce in-Phoenix. Poll
resulls also show over swo-thirds (73%) of respondents belieye the United Stales

should.conform to-Europe iy stricter privacy ._standa;’.-dsl.f’--'

One of the biggest hurdles faced by self-re_'gulat-iOh proponents is-the notiofrof “enforcement” — in.
effect; the compliance oversight role discharged in Canada by. Commissigners or Ombudsmen.
How caii:consumer: protection b ensured without legislation? The: private sector response has
been certification programs administered by the Betier Business Bureau (BBB) Online, the
Online Privacy:Alliance (OPA), and TRUSTe.

The_Se‘"pro_'gr_amsl'iiqve m__'et-with'lim'ite.d__success-, ‘The BBB Online, for 'e}__c_ampl'e:,._as;__s'es'sfzs_}oﬁly::the
-applicdnt’s current policies and practices for ‘its web site, not.its business in general. It has

certified 14 Web sites and. is. assessing the ap_plicatiojns:f for 240 other.companies. Even with this
relatively low number of approvals, the BBB Online is facing controversy:

week fo award @ “privacy seal” to Equifax; a company. with one-of the worst
records on privacy ‘in the country.

Privacy advocates: werk astonished at the ‘Befter Business: Burean's decision last

Based on information published by BBB about the seal progrom, we fear that BBB
was constricted to-use a similar tactic of evasion as that of another seal program;
TRUSTe. In a receni incident with Micrasoft, TRUSTe found that -Microsoft
breached consumer privacy but not their licensing requirements.... That license
draws g subtle distinction between. the web site and. the eompany. We consider’
such distinction deceptive and. tinfair, because consumers. do.not uiderstand if and
because it gives a false impression that their privacy will be protected by the:
company:" |
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The TRUSTe certification program in the Unjted States has been operating for-miore than a yesr.
It assesses web. sites to determine whether they conform to.the TRUSTe conditioris by adhering to
baseline pnvacy and: disclosure principles and submitting to enforcement by TRUSTe, Those
sites that appear to conform are-permitted to display a TRUSTe “trustmark”.

Partlclpatmn is voluntary, §0 coverage is:not ¢ommplete.® By the end of 1998, there wére more
than 300,000,000 web pages.” “ TRUSTe had- licensed 600 sites. by April 1999 o Although.
TRUSTe. polnts out that 45 of the top 100 most trafficked Web sites are, licensees. (representmg
35% of all U.S. Internef trafﬁe) pnvacy protection is neither tr iformi nor comprehenswe

The: ablhty of the TRUSTe systemn to provide independent oversight has been challenged. The:
program is funded by a number of large corporations, and: is run by a board that includes
executives from those corporations. This placed the program ‘ih 4 “delicaté spet”66 whien
Junkbusters; & privacy-organization in the United States, filed a complaint.against Microsoft with

TRUSTe. Microsoft contribiited $100,000 in funding, and has-an executive on the board.

TRUSTe ultlmately determined if could not. investigate the complaint since it concerned the
collection of personal information from software produced by the'company, rather than from the
website itself. Critics-would ‘argue that this simply reinforces the "hit‘or-tiiss” nature of privacy
protection under. self-reguiatlon

Fitally; there is the issue of enforcement. 1f-a TRUSTe member fails to comply with the.
program’s requirements, TRUSTe - may conduct an audit, revoke thie:site’s license; bring a breach
of contract or trademark infringement suit to' court, or refer fhie case to the Federal Trade
Commiission. None of these penaltles provide: compensation or redress to the citizen whose
privacy has ‘been violated, and it is unlikely that-any of these- punishments would act as deterrénts.

If only a relative handful of sites 'disp'l'ay- ‘the trustmiark, revoking a license will have minimal.
impact on a company. Asfor putsning legal remedies:

w{1]t-costs at least $20,000 [U.S.] to get:in the caurtroom doot. ... The monetary
recovery is trivial compared. to the cost of litigation [for privacy cases].”""

It should be understood that TRUSTe would not be suing on behalf ofan individual for bréach of
privacy; the organization would sue on' its own: behalf for trademark infringement. Finally, if
TRUSTe intends to refer cases to the FTC for investigation, would it not make sense to grant
stronger enforcement powers fo that agency? This pénalty reinforces the argument for- stronger-
privacy laws; rather than. mcreased industry self-regulatlon

The different approaches to privacy protection have. resulted. in divergent regulatory schemes. Tt
has. been suggested that this reflects deeply-rooted cultural differences, with the United States
being more concernied with. “Blg Government” (aka Big Brother), while the European Union: has
been mare concemed with “Big Business” (aka Little’ Brother). % Since the United States hag
promoted self—regulatlon it has been argied that pnvacy taws tend to be.ad Aoc or plecemea[
responses to specific issues. The result has been d “patchwork™ of leglslatlon to cover a few
specific types of information, such as financial ‘records, credit Teports, vided rentals; ‘cable
teleyision, educatlonal records, motor vehicle registrations, and: telephone récords;

Canada, on the other hand, is now- apparently following a model of privacy protection that.is
closer to the Butopean Union: It has formulated legislation based on broad principles of
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information privacy, _;arguably -making it more adaptable o, social and 'téf:hndlbg_i"g:_ai_ change:
“Through Bill -C—54,_._-Ganada_. is moving, toward mandatory privacy protection in the- piblic. and

private:sectors, in compliance swith the. BU Directive.
Bill C-54 has not been without critics. Some have indicated that it goes t@o far in promoting.
privacy at. the expense of commerce; others have commented that it does not go far enough in
protécting privacy.

From the business perspective, it has beér;_:'apgucd that Bill ___Cj-54- will 'ifn_pe'de- comimercial
transactions due to the restrictions on the collection,. use and disclasure of information without
consent. Since thesel imitations apply to.employee and (_:'_usto'mer'-data-,--thé-ab'ili_t_-y of enterprises 1o

sell this: information (or even transfer it between related: branches) wil ‘e detrimentally affected.

1t has also.been pointed out that bus__inqs_ses_ will face ificreased adm'ini's’rrativech'all'eng'eS', as they-
atternpt to identify all the personal ‘information. maintained by the ‘business; the reasons for
‘fnaintaining the data, and whether the business has consent to use and disclose any or all of the

: persgﬁa'i'i'ri_forméiﬁbn'.. The main criticism, however, is around the:issue of enforcement:

Commierce. in the borderless world of “cyberspace is not a national issue.
_Enfo:r*c:'emenr-'==_of'-€l'_anadian privacy: regilation will be: extremely difficult. If Bill
C-54 could somehiow be enforced, it could create a. competitive disadvantage
Father than makig Canada an attractive regime. for electionic commerce....”

From tlie privacy perspective, it has been argued that the pmtection:__ofﬁ;t_ed_'th"rou'gh-_.BjiH' C-54 is
too limited, particularly because:the legislation is focused on thie privacy of data rathet than the
overall privacy of individuals. Commentators have even suggésted that the law itself may violate:
the. spirit.of the Charter of Rights -and Freedoms; since the Privacy Commissioner would be
granted broad powers of investigation. These powets: include the _au__tho_rity_.t'o..search:-ifor._'xeco_rfds
in places-other than a hotme without & warrant, compe! evidence from witnesses, and -collect any.
type of evidence even “if it wolld not be admissible m -a court of law. Some critics have:
coneluded:

To lobby for it on'the grounds that ‘some kind of privacy.is better than. nothing’
is shortsighted. While C-54 does have its merits, ‘privacy legislation at. any cost’
iv.a shameful mantra.”

‘While Bill C-54 has generdted criticism and debate, many privacy advocates and private sector
businesses have continued to support the legistation.

OFr-SHORE INFORMATION

While Manitoba lias privacy legislation that applies to most public sector rganizations and some
private sector trustees, the jurisdiction does not extend beyond the provincial border. This has.

implications for the. protection of pe_rj_s.qnal'-i-.infoi-*maﬁon ihat is sent “off-shore’ to pther areas of -
Canada or the world. Public bodies in. Manitoba are signing agreements 10 send. the personal

information of ‘Manitobans to other jurisdictions. Onee it .'_l_cavé:s_.‘the' province, however, personal

inforimation s rio longer subject to the: oversight of the Ombudsman’s Office. For example, if
personal. iniformation (hames, addresses, birth dates, unique identifiers, efc.) provided by a
Martitoba public body were lost by a federal agency, our Office would lack the jurisdiction to-
investigatethe ‘actions of-the federdl body.,
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This suggests the need for a system of legislative protection and independent aversight that.
extends beyond provincial and even federal borders. Bill G-54 would extend data protection to
areas of the privafe sector; and to inter-provincial transfers of information. It is likely thatthe EU
Directive will precipitate a new discussion phase on extendmg protection t Canadian data acroiss
provincial and international borders.

ELECTRONIC COMMERCE

The protection of privacy has sometimes been viewed:as a barrier to innovation in the publi¢ and
prtvate sectors. The development of electronic commerce. (e -Commerce) via‘the Intérnet is. a case
int point. Statistics indicate that almost 57 per cent of Caniadiais- have a personal computer. in
their households, and nearly 28 | per cent-have Internet access.”' The pofential economic activity
on thie Infernet can be-estimated by the following ﬁgures in 1998, thete were 36,739,000 internet
hasts and 300,000, 000 web pages; by March 1999, there were 158 ;000,000 persons: online, with
Canadians and Americans totaling 88,000,000 petsons online; »

Critics of privacy regulatmn fear that enforcing Fair Information Practices could slow the growth
of e-Comimerce. It is predicted that regilating the- collection, ise and disclosure of information
would increase costs dnd damage competitiveness: .

There are: indications, however, -that ‘e:Commeice faces mgmf cant hurdles: that will only be
ovetcomée by promoling pnvacy A study -of Canadian households in 1998, for gxample,
concluded the following:

These privacy concerns spill over into the growing field of électronic commerce
(e—com) Béyond the techriical and marketing: chah‘enges inherent in e-com, there
18 a-major stumbling block in terms of Canadians' wdlmgness 1o shaye Tmportant
infarmation: electronically. At this stage, Canadians areé overwhelmingly-
reluctant (87 per cent) to P ‘ovide the bosic’ mformanon (in the form of a credit.
card number) required to carry oul commerc:a! Iransactions over the Internel.

It is. nor surprising, given: these security'concerns, that there is dgreement with
the notion that the government take steps 1o ensure the security of financial
transactions-over the Internet. Three in four (74 per cent) Canadians agree with
this notion, This sentiment is fairly consistent acrossall demographrc groups: 7

‘It niaybe that privacy is a necessary component of e-Coimmerce, rather than a barrier. If so;
legislatiofi that promotes privacy could be welcomed by the public and mdustry

As custodians of: persenal information and their information managers -adjust to. the. brave new
world. of ever-growing; cornputmg power and electronic ¢ommunications without borders,
fuiidamental kuian values siich as privacy are challengmg governments and mdustry leaders to.
Tind principled ways and means of ‘conducting business while ‘taking advantage of new
technologies. Answers and responses are not clear, and ambivalent attitudes, amblguous
positions, and sometimes: -contradietory directions often mark their paths. In this context, it is
appropridte to retuin to the survey of 342 Chief Information Officers as reported. by a Ieadmg
information techiiology: comipaity, Internationa) Data Group (IDG):
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[ctwoen a Rock | Tuesom AZ-March L L s & majoriy of
S eonducted by IDG's ClO magazine, reveals a majority of
| and a Hard P__la-ce_. == | world's top technology executives ave. reluctant to provide
"Competition and | persondl inormation io ntemetvendars whie &l LY
1w Ty - itls Just this kind _of' iﬁfdrmaﬁgn: -;_l‘ha'r_:_:r_'s. =cr1f:ical 10 their

Conscience Business success. Sixty pevcent (60%) of execulives dssert the:
* ghility to track and store inforniation about online conSUmers
J outweighs cusiomer privacy COnCers, And yet, -an equul
. - - . number (60%) are unwilling. lo give up privacy in exchange
for added customer value or convenience while using the Internet for persondl purposes.

'CIOs are between arock and a hard place with-competition and-conscienie pulling them
from: both sides,' says Lew MeCreary, Director df CIO niagazine: iThey wamt to-compete
“and stay-ahead. of the curve but are leery of crossing the livie between marketing 10
consumiers and eicroaching:on CORSUMers. !

CIOs Survey

The_poll of 342 chief information officers. (CIOs) dnd business executives was deployed
March 29, 1999, at a CIO Perspectives conference. it Phoenix. Poll results also:show
over two-thirds { 73%) of respondents beligve the United States should ‘conform 1o
Eyrope's stricter privacy standards. Established in 1995, the Europedn Union (EUJ
Privaey Directive. prohibits: direct marketers from processing sensitive data aboit
covisumers without their consent. In spite of the fact that the majority of these execs:are in
Javor of stricter privacy. standards, only 9% believe adopting move igid Internet privacy’
standards will speed up. the development of e-commerce in-America. ‘These “executives
are looking for a more principled, not an easier, way 1o conduct business: online,” offers
MeCreary: "The.strict EU privacy standards would level the e-commerce playing Jield by
{dié'ra;fing._'w&ere-thde‘}.-cm.g'umer—pﬁvgcy line is. ™ -

Wrapr-Up

Privacy _p_rdteét:ion currently depends on piccemeal iegislative. coverage, _volﬁnta;y-fc_omm_erCi_a-l
compliance, and public vigilance. Manitoba has taken a. significant stép toward ‘pratecting

privacy by enacting legislation that regulates the collection, use, disclosure: and secutity: of
personal. information; and which provides for 2 substantive -oversight ‘mechanism. through the.
Ombudsman’s Office. This office also has.a-duty o inform  the public about. FIPPA and PHIA.
Protection of personal information privicy is a responsibility shared by the custodians of this
information and the. public:to whomy it belongs individually. Part of this responsibility involves
people taking control _.'c'}__fj't_he_in-dwn'.finformat‘i'on,.-if‘ its privacy is-of value to them. ‘We hope that
this "Snapshot” will-contribute to 4 general awareness. and public. discussion of evelving, privacy.
issues:
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