Privacy Impact Assessment Tool

Part 1: Summary of Program or Activity

Who?

Name of project

Name of department, branch, and/or program area

Name(s) of project representatives

List any external entities that may be involved

What?

Summary of the new program, service, software, or change

Provide an explanation of the new program, service or change and include an explanation of the current state. 

Purposes, goals and objectives

Describe what you are trying to accomplish with the new program, service or change. For example: improving client services, improving efficiencies, improving privacy protection, streamlining processes.

Describe the type of application 

Identify and describe the types of applications, platforms and external entities involved in the information flow (collection, use and disclosure). 

Why?

Explain why you are implementing the new program, service or change, and describe the benefits.  

Where?

Where is the data flow taking place? Is it online, in person, paper-based, in Manitoba, in Canada or the United States?

When?

Outline any key dates such as project deadlines, key milestones, implementation timeframes, contract parameters, etc.

Part 2: Describe the Scope

1. Describe the flow of personal (health) information 

Provide a description of how the information will flow within the organization, including any disclosures (information provided outside the organization). This section should include a brief description (written or visual) showing the flow of personal (health) information through the system from collection to use within the organization, and disclosures (sharing) outside the organization (if applicable).  Refer to Appendix B for an example of a data flow chart. 

2. Who manages, accesses and uses the system?
Describe who manages the system. Outline who are the intended users of the system within the organization and their connection(s) to the new program, service or change.

3. Are there any linkages to other systems?

Explain any linkages to other programs or services. Example: Will data be collected from other systems and/or will data be shared with other systems? Provide timelines and explanation if future linkages are planned but won’t be implemented immediately.  

4. Do you anticipate any potential future enhancements to the system?

Will the system expand to include more users? Is a series of upgrades part of the contract for a new service or system?

5. Are there any potential future uses of information?

Are there any planned secondary uses for the personal (health) information in the system such as research or analysis? A secondary use of the information is any use that is different from the reason the information was collected in the first place.

Part 3: Collection, use and disclosure of personal (health) information

1. Authority for the collection, use and disclosure of personal (health) information 

Indicate the specific provision of the law, regulation or authorizing policy that allows you to collect, use and disclose personal (health) information. Such laws and regulations could include FIPPA, PHIA or the governing legislation for the organization. Please indicate your authorization for:

· Collection

· Use

· Disclosure

2. Categories of personal (health) information to be collected, used and/or disclosed 

i. Complete chart (see an example in Appendix C)
List the personal (health) information that will be collected and briefly explain the intended use and the potential disclosures of the information. Personal (health) information can be categorized based on the listing provided in Appendix D. 

ii. Describe decisions and approval processes regarding collection, use and disclosure decisions

Briefly describe the decision-making and approval process that governs the collection, use and disclosure of personal (health) information in the system. For example, how is management involved in the decision-making process?

3. Source and accuracy of personal (health) information
Briefly describe who is providing the personal (health) information to your program. For example, is it the individual or another source such as a government department or a family member? 

How do you ensure that the information received is accurate? How do you ensure the information remains accurate and can be updated? 

4. Notification statements

Please provide a sample of your privacy notification statement(s) used to inform individuals about the collection, use and disclosure of their personal (health) information, your legal authority, and contact information for questions. Indicate if you think any changes need to be made or the statements updated.  

If the data is held and/or managed outside of your organization and/or in another jurisdiction (for example, when an organization collects personal (health) information that flows directly to and is held and managed by a company in the United States), please indicate if and how you intend to notify individuals of where their data is stored. This would not include situations where there is a routine transfer of personal (health) information. 

Part 4: Access rights for individuals
Under FIPPA and PHIA individuals have a right to:
· request access to and obtain a copy of their personal (health) information held by a public body or trustee, and

· request a correction. 

Ability to provide an individual access to their own personal (health) information held in either an electronic or hard copy system 

Explain how you will provide individuals with access to their own personal (health) information, including how you will provide copies if requested. 

Describe how you will correct personal (health) information of an individual if required. 

Part 5: Privacy and Security Measures

1. Security safeguards

i. Administrative safeguards

Describe the internal policies, procedures, and guidelines that are applicable to this program, service or system.

Explain how the policies, procedures or guidelines address privacy protection and security standards.

If the service or system includes personal health information, describe how the PHIA orientation sessions and the signing of the PHIA pledges of confidentiality will be managed. 

Describe any additional confidentiality agreements in place that relate to security. 

Describe the process of what would happen if there is a privacy/security breach. 

ii. Technical safeguards

Will the system be used by internal (staff) and/or external users (program participants)? 

Will the system be capable of providing role-based profiles and passwords for all users?

If the system can be accessed by external users, describe the identity authentication process that will be used. 

How is personal (health) information collected from individuals? (Paper, electronic, both)

How is personal (health) information used, accessed and/or transported within the department, branch, or program area? 

How is personal (health) information disclosed outside the organization?  

iii. System audit functions

Does the level of sensitivity of the information in the system (i.e. personal health information) require the system to be audited? 

Does the system have audit functionality? If yes, describe. 

Will there be regular audits of the system to detect security/privacy breaches? 

Who will conduct the audits and who will follow up on the results?

2. The location of the personal (health) information 

Describe where the paper/electronic records will be held. For example, onsite offices/servers, offsite storage facilities, and/or offsite servers. 

i. Paper

ii. Electronic

3. Will any personal (health) information be stored by organizations outside Manitoba? Canada? 

Describe the location of the personal (health) information. 

If personal (health) information is stored outside Manitoba or Canada, please provide the rationale. 

4. Records retention and destruction

Are there records retention schedules place for the organization?  

Do the schedules include the retention and destruction of both paper and electronic records? 

Is records retention monitored by the organization to ensure compliance with schedules? 

What is the plan and method of destruction? Paper? Electronic? 

5. Information Managers
Under FIPPA and PHIA, an organization must enter into an information manager agreement if it discloses personal (health) information to an information manager (a third party outside the organization) for the purpose of:

· processing, storing or destroying the information, or

· providing the organization with information management or information technology services. 

If your program/activity requires the use of an information manager, describe how the written agreement provides for the protection of the personal (health) information against such risks as unauthorized access, use, disclosure, destruction or alteration. 
What is the length of the agreement?

Will the agreement be reviewed by legal counsel?

Part 6: PIA Summary and Findings

Conducting a PIA is primarily about the process of identifying and reducing privacy risks. To assist you in this process, the checklist below outlines information to include in your summary.  
· A description of the proposal including; objectives, parties involved, timing and key milestones, resource requirements, benefits to the organization or public, and any relevant privacy requirements (applicable law, policies and procedures).

· The identified risks to privacy.

· How individuals may be affected by the identified risks.

· The likelihood of those risks occurring. 

· Outline any plans or proposals that may eliminate or lessen the privacy risks.
· Identification of any residual risks (that cannot be addressed through the proposed options) and, the likely implications of those residual risks in terms of public reaction, project success and other organizational interests. 

· Determine whether the impact on privacy is proportional to the anticipated outcomes.
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