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SUMMARY:: An individual made a complaint under the Freedom of Information and
Protection of Privacy Act (FIPPA or the act) against Manitoba Finance -
Insurance Council of Manitoba (ICM or the public body). The complainant
alleged that the online posting of disciplinary decisions by the ICM was not
authorized under FIPPA. In the course of our investigation, the ICM
proposed changes to its policies and procedures, which would allow the ICM
to comply with its requirements under FIPPA while fulfilling its mandates to
enforce standards for the profession and to initiate programs for consumer
protection. Our office considered the suggested revisions to the ICM policies
and processes to be a reasonable balance between the requirements of FIPPA
and the mandate and responsibilities of the ICM as well as a reasonable
exercise of the ICM’s discretion relating to publication of its disciplinary
decisions under the Insurance Council Regulation. Therefore, the complaint
was resolved.

COMPLAINT

On February 20, 2018 our office received a complaint made under the Freedom of Information
and Protection of Privacy Act (FIPPA of the act) alleging an unauthorized disclosure of personal
information. The complaint was made against Manitoba Finance - Insurance Council of
Manitoba, a public body under the act.



In information provided to our office, the complainant explained that he was at one time
employed as an insurance agent in Manitoba. In 2009, the complainant was advised that he was
the subject of an investigation by the council for an alleged contravention of the Insurance Act.
The complainant chose to accept the disciplinary decision of the council without a hearing and
accept the disciplinary action imposed.

The complainant further explained that, recently, he became aware that his name and other
personal information appears on the ICM website on publicly accessible pages relating to
disciplinary decisions made by the council. The complainant explained that he does not dispute
the accuracy of the disciplinary decision but was unaware that the decision would be disclosed
publicly by posting it on the ICM website. When the complainant inquired of the ICM if there
was process whereby his name could be removed from the ICM web pages, he states he was
informed that the posting would remain online ‘forever.’

The complainant noted to us that he is no longer active or employed in the industry and has not
been since 2009. Further, in his view, the decision has been posted without context and, with the
present capabilities of online search engines, can be expected to create difficulties for him in
obtaining future employment (in any area) and also, to cause embarrassment for the complainant
among friends and family.

Under subsection 59(3) of FIPPA an individual who believes that his personal information has
been disclosed in violation of FIPPA may make a complaint to the ombudsman. A complaint
investigation was opened by our office on February 21, 2018.

STATUTORY REQUIREMENTS FOR DISCLOSURE OF PERSONAL INFORMATION

The general duties of public bodies with regard to the disclosure of personal information are set
out in section 42 of FIPPA:

General duty of public bodies
42(1) A public body shall not use or disclose personal information except as
authorized under this Division.

Limit on amount of information used or disclosed

42(2) Every use and disclosure by a public body of personal information must be
limited to the minimum amount of information necessary to accomplish the purpose for
which it is used or disclosed.
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INVESTIGATION AND ANALYSIS

On receiving the complaint, our office reviewed the ICM website (including posted disciplinary
decisions and the ICM mandates) as well as the provisions of the Insurance Act and the
Insurance Councils Regulation (IC Regulation), which govern the conduct of disciplinary
investigations by the ICM. We noted that subsection 7.1(1) of the IC Regulation provides that:

Publishing information about administrative decisions
7.1(1) After an administrative decision is made in respect of an agent or adjuster, the
insurance council that made the decision may, subject to subsections (2) and (3), publish
the following information about the decision:

(a) the name and address of the agent, adjuster or applicant for a licence about whom

the

decision was made, as shown in the records maintained under subsection 9(1) of the
Act;

(b) a summary of the decision, including a description of the action to be taken in
respect of

the agent, adjuster or applicant;

(c) a statement of the reasons for the decision;

(d) any other information about the administrative decision that the insurance council
considers necessary for it to be properly understood by members of the public.

7.1(2) Information published under this section must not include information
(a) about a person that
(i) except as permitted by clause (1)(a), is personal information, or
(ii) is personal health information; or
(b) by which a complainant or a person other than the agent or adjuster could be
identified.

In view of this provision of the IC Regulation it appeared to our office that authority for
disclosure of the complainant’s personal information could exist under clause 44(1)(e) of FIPPA,
which reads:

Disclosure of personal information

44(1) A public body may disclose personal information only
(e) in accordance with an enactment of Manitoba or Canada that authorizes or
requires the disclosure;

However, our office also noted that subsection 42(2) of FIPPA requires that every disclosure of

personal information must be limited to the minimum amount of information necessary to
accomplish the purpose for disclosure. Our office considered the potential purpose for the
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disclosure of the complainant’s personal information in light of the ICM mandates to enforce
standards for the profession and to initiate programs for consumer protection. We recognised that
the publishing of disciplinary decisions would support this. Nonetheless, we also noted the IC
Regulation does not require that information about the council’s decisions be published online.

We further noted that the IC Regulation was enacted in 1991, before the World Wide Web was
invented and before the development of HTML, the modern browser interface and instantaneous
web search engines. We also noted that prior to posting decisions online, council decisions were
published in the Council Report, which had limited accessibility. It appeared to our office that
the regulation which was the source of the authority to publish decisions for the purpose of
enforcing standards for the profession and consumer protection was not initially enacted in
contemplation of world wide search engine discoverability for an indefinite period.

Further to our consideration of this complaint, our office also consulted Manitoba Ombudsman’s
Privacy Guidelines for Administrative Tribunals on the Online Publication of Decisions and the
Privacy Commissioner of Canada (OPC) publication Electronic Disclosure of Personal
Information in the Decisions of Administrative Tribunals. Our office noted the advice to strike an
appropriate balance in the posting of decisions. This includes a consideration of the possibility
that an individual to whom the information relates may be unfairly exposed to monetary,
reputational or other harm as a result of a disclosure and the gravity of any harm that could come
to an individual affected as a result of the disclosure of personal information.

In light of the foregoing, our office contacted the ICM. Our office explained that, in our view,
the use of the word ‘may’ in subsection 7.1(1) of the IC Regulation indicated that the ICM has
discretion in the matter of the online posting of disciplinary decisions. We submitted that the
seriousness of the offence and the length of time that has passed since a disciplinary decision was
issued should be relevant in determining the duration for the online posting of the names of those
disciplined for a regulatory offence under the the Insurance Act. Accordingly, in light of the
limiting provision of subsection 42(2) of FIPPA, we requested the ICM to provide information
which would explain why it had chosen not to exercise its discretion to limit the online
availability of disciplinary decisions.

RESPONSE OF THE PUBLIC BODY

In responding to our office, the ICM recognized our concerns regarding the ongoing online
availability of its disciplinary decisions. The council noted the trend of regulatory bodies toward
greater transparency, openness and communication with the public as a means of achieving
consumer protection. The ICM explained that it has been publishing the full decisions of its
disciplinary actions online since 2014. The council submitted that amendments to the IC
Regulation (most recently in 2014) were made with the knowledge (and the legislative intent)
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that the publication of disciplinary decisions would include the publication of those decisions in
an online environment. However, the council also noted that the interest in transparency and
openness must be balanced with the increasing and seemingly contradictory requirements for
protection of privacy and personal information.

The ICM also explained that any actions it takes with regard to the online posting of disciplinary
decisions must be made in consideration of its participation in a national joint initiative of the
Canadian Insurance Services Regulatory Organization (CISRO) (of which the ICM is a member)
and the Canadian Council of Insurance Regulators (CCIR). These national organizations have
created a searchable database of published insurance disciplinary decisions in Canada called the
Canadian Insurance Regulators Disciplinary Actions database (CIRDA). The CIRDA database is
intended to provide an amalgamation of published disciplinary and enforcement action
information from all Canadian jurisdictions from 2008 and onward, and provides important
access to information for all regulators and for consumers. The CIRDA database includes
information about actions against insurance companies, insurance intermediaries and individuals
licensed to sell insurance products and is searchable online.

The ICM currently uploads all of its disciplinary decisions to the CIRDA website, which is
housed through Decisia/Lexum, an online platform for publication of legal decisions, which is
used by over 80 courts, tribunals and boards across Canada. Additionally, the ICM maintains a
separate database, which carries its own disciplinary decisions, also housed through
Decisia/Lexum. Links to both databases exist on the ICM website.

The ICM explained that in publishing its decisions it has been mindful that the information
published remains within the limitations of section 7.1 of the IC Regulation while ensuring that
the decision can be understood by members of the public and while also not disclosing
unnecessary personal information about the subject of the discipline. Further to meeting its
responsibilities under subsection 42(2) of FIPPA, the ICM advised that it had begun
consultations with its information technology providers regarding the potential of web exclusion
protocols to limit the discoverability of the decisions posted on its website.

Research conducted by our office has determined that these protocols are known as the ‘robots
exclusion standard,” also known as the ‘robots exclusion protocol’ or simply ‘robots.txt.” Web
search engines (such as Google) use web crawling or ‘spidering’ software robots to collect
information from posted web sites in order to update their indices of web content. The standard?
specifies how to inform the web crawling robot about which areas of a website should not be
processed or scanned. A robots.txt file on a website will function as a request that specified
robots ignore specified files or directories when crawling a site, for example, out of a preference
for privacy from search engine results. The standard, however, is not infallible. Links to pages

! Some major search engines following this standard include Ask, AOL, Baidu, Bing, DuckDuckGo, Google,
Yahoo!, and Yandex.
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listed in robots.txt can still appear in search results if they are linked from another page that has
been crawled and indexed. Further, not all robots cooperate with the standard; email harvesters,
spambots, malware, and robots that scan for security vulnerabilities may even start with those
portions of the website that they have been asked to ignore. Our office understands that, as an
alternative, a web administrator could also configure the server to automatically return failure (or
pass alternative content) when it detects a connection using one of the crawler robots.

In order to allow the ICM to comply with its requirements under FIPPA while fulfilling its
mandate for public protection and participation in the national CIRDA initiative, the ICM
suggested that the concerns of our office could be addressed by the adoption of internal policy
and procedures on the publication of disciplinary decisions as follows:

e Disciplinary decisions will continue to be written within the requirements of section 7.1
of regulation 227/91 with the view and intent of full publication;

e After expiration of all appeal periods within the act and regulations, all disciplinary
decisions in their full text form will continue to be published to ICM’s website through
the CIRDA and ICM databases maintained through Decisia/Lexum;

e These decisions will be fully name searchable through search engines or other broad
public search query methods for a period of seven years;

e Upon expiration of seven years from the year the decision was made, the ICM will reduce
the broad public accessibility of its decisions and, as far as is technologically possible,
reduce the ability of public search engine queries by name to return decisions older than
seven years. Older decisions would still be accessible by going directly to the ICM
website or to the CIRDA database;

e Even if no longer broadly searchable through general search engines, the decisions would
still reside on the ICM website and be searchable by name directly through the CIRDA
and ICM databases (i.e. if a member of the public or other regulator wished to access the
decision, it would be fully searchable directly on the ICM website through links to the
Decisia/Lexum databases);

e Only upon request to the ICM by a license holder or former license holder, and after that
seven year period, the relevant industry council would review the individual case to
determine whether, in that specific instance, the individual would be unfairly exposed to
harm that would outweigh the public benefit of consumers being able to view the
decision. The relevant industry council’s discretion would therefore be exercised on a
case by case basis;
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e |If determined that the potential for individual harm to the licensee or former licensee
would be greater than the public benefit of maintaining public disclosure of the decision,
the text of the decision would be removed from the ICM website (either through removal
from databases or other technological means), but would still exist as a disciplinary
record with the ICM.

Our office asked the ICM to explain the rationale for the seven year time period in its
suggested policy and process. The ICM explained that in determining the length of time of
full web search-ability of disciplinary decisions, council reviewed a variety of sources to seek
guidance, including the Office of the Privacy Commissioner, the Canadian Judicial Council,
FINTRAC (the Financial Transaction and Reports Analysis Centre of Canada), and the
Canada Revenue Agency. The council noted that there is no specific overall time frame that
is sanctioned with regard to retention of records in the insurance industry. There are a
number of statutory and regulatory requirements that differ, depending on the nature of the
record, the statute, limitation periods and the jurisdiction. Because of this, it was council’s
intent to simplify the time frame to a period that would be familiar and understandable to the
industry — the period of seven years is the time frame for which tax records should be
maintained, which also serves as a form of maximum length of time that would cover
limitation periods and other statutory requirements. This length of time was perceived as a
balance between a period which would allow for a maximum length of public protection,
while recognizing the reasonable protection of individual privacy rights.

Our office considers the suggested revisions to policy and process to be a reasonable balance
between the requirements of FIPPA and the mandate and responsibilities of the ICM as well
as a reasonable exercise of the ICM’s discretion relating to publication of its disciplinary
decisions under I1C Regulation 227/91. Our office notes that the suggested process to limit
online discoverability would apply to the disciplinary decision regarding the individual
complainant in the matter at hand, as the decision was from 2009. Further, if the complainant
wished to submit a request for removal of a decision from the databases of the ICM, the
council would consider the case on an individual basis, and if determined appropriate, could
remove the decision from publications through the ICM and CIRDA databases. It would,
however, continue to exist as a disciplinary record within the ICM. Our office contacted the
complainant and explained the ICM’s proposal and the complainant was satisfied with this
resolution to his complaint.

In view of the foregoing commitments by the ICM to revise its policies and procedures, our
office considers this complaint to be resolved.

Manitoba Ombudsman
May 22, 2018
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