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PREFACE

In recent years, we have noted a growing interest among Manitoba s public bodies and trustees in
the development of a privacy compliance assessment tool that relates specifically to the
Province's access and privacy legidation. Severa other jurisdictions have developed Privacy
Impact Assessments as a methodology to identify privacy concerns and to mitigate risks and
harms inherent in the collection, use, disclosure, and retention of persona information in the
delivery of goods and services to the public in today’s computing and communications
environment.

We are pleased to offer a Privacy Compliance Tool that focuses on the provisions of The
Freedom of Information and Protection of Privacy Act (FIPPA) and of The Personal Health
Information Act (PHIA), complementary legislation that deals specifically with personal health
information. Both statutes have a common base of internationally accepted principles of fair
information practices. This diagnostic tool consists of a Privacy Compliance “Checklist” and a
“Guide’. The “Guide” serves to remind users of the statutory requirements and identifies some
“best practices’ to assist in completing the “Checklist”. The “Checklist” provides organizations
with a step-by-step self-assessment process covering the basic requirements of good privacy and
security practices.

We have produced this “Checklist” and “Guide” to fill what we see as a significant gap in the
administration of Manitoba s information privacy regime. At the same time, we are conscious
that our office cannot compromise its role as an independent and impartial oversight office by
suggesting that their use will eliminate privacy risks and breaches. Nevertheless, they will
certainly help organizations comply with the legidation and meet due diligence requirements.
They will also provide our office with an important investigative framework. We encourage the
use of thistool to assess existing programs or before proceeding with new programs, systems, and
initiatives that may have an impact on privacy. The “Guide” should help increase understanding
and awareness of the personal information management rules implicated by FIPPA and PHIA.

FIPPA and PHIA were designed to protect personal and personal health information privacy, not
to place obstacles in the way of achieving corporate and operational objectives. Privacy
protection should be treated as a norma and fundamental part of business planning. Use of this
“Checklist” and “Guide” will Felp management, staff, and contracted agents build information
privacy compliance into the everyday business of their organizations.

In providing this compliance review process as part of the privacy tool Kit available for Manitoba,
we see it as awork in progress. We welcome comments about its application and utility with an
eye to improving its content.
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INTRODUCTION!

What is Privacy?

Privacy is important. It is alegal right and many believe that it is a fundamental human right.
Over the past decade or so, the concern for privacy has taken on increasingly complex dimensions
as information networks have increased our ability exponentialy to access information. The
particular aspect of privacy that relates to the collection, use, disclosure, storage, and generd
management of personal information is known as information privacy.

The concept of information privacy recognizes an individual’s right to determine when, how, and
to what extent he or she shares persona information with others.

In order to maintain the trust and confidence of clients, employees, patients, and the public, it is
essential that government, public bodies, and personal health information trustees respect the
privacy and security of persond information.

What is Personal Information and Personal Health Information?

Personal information is any recorded information about an identifiable individua. Examples
include a person’s name, address, or telephone number, a number that can identify them (e.g. case
file number, credit card number or sociad insurance number), and financia and health
information. For the full statutory definition, see the “Common Terms and Definitions’ section at
the end of this“Guide’.

Personal health information is information about an ndividua collected or created during the
provison of hedth services. Examples of personal health information include a individua’s
name, address, telephone number, a Personal Health Identification Number (PHIN), diagnosis
and treatment information. For more complete definitions, see the “Common Terms and
Definitions’ section at end of this“Guide’.

About FIPPA and PHIA

The Freedom of Information and Protection of Privacy Act (FIPPA) and The Personal Health
Information Act (PHIA) were passed by the Manitoba Legidature in June 1997. PHIA was
proclaimed in December 1997 and FIPPA in May 1998. Protecting personal and personal health
information privacy is arequirement in Part 3 of FIPPA and Part 3 of PHIA. The Government of
Manitoba passed these complementary laws to set out the requirements for managing personal
and personal health information held by public bodies and trustees” The Acts describe specific
information management practices regarding the collection, use, disclosure, retention, and
security of thisinformation.

Due Diligence and Risk Management

Among other things, a privacy compliance review is an effective due diligence and risk
management process requiring direction and commitment from the executive level of
organizetions. While the need to undertake a review may be identified at any organizational
level, the end product should be to provide the results of the assessment for executive review,
sgn-off, and decisionrmaking for any actions or direction that may result, thus closing the
accountability loop.

! Please note that throughout the text of the “Checklist” and “Guide”, certain words or terms may be itaicized to
indicate that they are defined in Appendix 1 to the “Guide”. Italics are also used for some subheadings and for
references to statutes.

PHIA encompasses health professionals such as doctors, dentists, physiotherapists, and chiropractors; health care
facilities such as hospitals, medical clinics, persona care homes, community health centres, and laboratories; health
services agencies that provide hedlth care under an agreement with a trustee; and public bodies as defined under
FIPPA. Public bodies include provincial government departments, offices of the ministers of government, the
Executive Council Office (Cabinet), and agencies including certain boards, commissions or other bodies; local
government bodies such as the City of Winnipeg, municipalities, local government districts, planning districts and
conservation districts; educational bodies such as school divisions, universities and colleges; and health care bodies
such as hospitals and regional health authorities.

2
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This Privacy Compliance Tool may be used as the foundation to assess the information privacy
compliance of existing programs. It is especialy timely to conduct a review when a new
program, system or legidation is under development or is being modified if that program or
stem collects, stores, uses, or discloses personal or personal health information. Conducting a
thorough privacy compliance review in the early stages of developing or modifying a program,
system or legidation can help ensure that privacy requirements are identified and satisfied in a
timely and cost-effective manner, that privacy-invasive initiatives are not implemented, that
privacy breaches are avoided to the extent possible, and that organizations are not faced with
having to undertake costly revisions or even to cancel a costly initiative after implementation.

Risks Associated with not Conducting a Privacy Assessment

The general risks normally associated with failing to undertake a systematic privacy assessment
aretypicaly categorized as follows:

Foremost is the risk for the information privacy of individuals in the knowledge that once
privacy has been log, it usualy cannot be fully reinstated.

The program or legidative initiative may be brought into discredit with a significant and
sometimes even a critical loss of public trust and confidence in an organization’s regard
for or consideration of the public’'s legal rights.

Electronic systems in particular, but also programs, may have to be reconsidered,
redesigned, or retrofitted at substantial cost.

Personal or personal health information is disclosed or “shared” through existing
agreements that may not comply with the legidation or “best practices’, or without any
written agreement at al.

Liabilities may ensue for employees and the organization.

Existing Privacy Impact Assessment Requirements under FIPPA (PARC)

With several significant exceptions, there is no pervasive legidative or policy requirement for
routinely conducting privacy impact assessments under the Manitoba statutes. Nevertheless, the
rapid evolution of information technology led the framers of FIPPA to design it with aflexibility
that would encourage and enable careful consideration of certain uses and disclosures not more
specifically contemplated under the Act. These uses and disclosures are to be considered in the
context of clear public benefits to be derived and a low likelihood of harm to the individuals that
the information is abouit.

The result was the creation of a process under FIPPA — unique to Manitoba’ s access and privacy
regime — through a Privacy Assessment Review Committee (PARC) for the provision of advice
about the use and disclosure of personal information, other than personal health information,
where not otherwise authorized by specific exceptions to the legidative provisions for the
protection of personal information privacy.”

The PARC mechanism is provided for by Sections 46, 47, 77, and 87(k) of FIPPA, and by
Regulation section 13. A privacy review is required when apublic body:

prg[poses to use or disclose personal information in order to link information databases or
maich persond information in one information database with information in ancther; or,

receives a request for disclosure on a volume or bulk basis of persona information in a
public registry or another collection of personal information

¥ Section 13(1) of FIPPA Regulation 64/98 states that the Privacy Assessment Review Committee established under
section 77 of the Act shall consist of the Provincial Archivist (Culture, Heritage and Tourism) as well as an
appointee of the deputy minister of each of the following seven departments: the Department of Consumer and
Corporate Affairs; the Department of Education, Training and Youth; the Department of Family Services and
Housing; the Department of Health; the Department of Transportation and Government Services; the Department of
Industry, Trade and Mines; and the Department of Justice. The Provincial Archivist is the chairperson of the
committee, and five members of the committee establish a quorum.

Ombudsman Manitoba, Access and Privacy Division 5



INTRODUCTION PRivacYy COMPLIANCE TooL: GUIDE

The process is designed to assist the head of apublic body to make well-informed decisions in the
public interest for use and disclosure proposas through the agency of PARC to facilitate
coordinated and consistent decision-making. Reference to PARC is mandatory for government
departments, corporations, and agencies, but discretionary for alocal public body. PARC may
also be used for thedisclosure of personal information for research purposes.

Under Manitoba's non-regulatory oversight model — the Ombudsman’s Office — accountabilit?]/
for decisions remains deliberately fixed on the heads of public bodies and personal healt
information trustees, a core principle of the Acts. The oversight office will not substitute its
decisions for those of the public bodies.

NOTE that there is no parallel process to PARC under PHIA for personal health information, but
health research must be approved under Section 24 of PHIA.

The PARC process provides an important mechanism for assessing and authorizing certain
Brom%d uses and disclosures of persona information, but its scope and application is not as

roadly based as those encompassed by the “Checklist” and “Guide’. Additionaly, using the
“Checklist” and “Guide” is not a subgtitute for sending persona information use and disclosure
requests or proposals to PARC, but it can help in the process of analysing and identifying those
proposals that should be considered for submission to the Committee.

Information Sharing Agreements

“Information sharing” is a commonly used concept or term for the exchange, collection or
disclosure of personal and personal health information by a party in one jurisdiction with a party
in another jurisdiction or a non-public entity for certain purposes. This concept is also commonly
incorporated into a so-called Information Sharing Agreement between or among parties within or
outside Manitoba. Information sharing is not aterm to be found in FIPPA or PHIA.

The provision of personal information by a public body to another jurisdiction, non-public entity,
or another public body should be considered as adisclosure. Similarly, the receipt of personal or
personal health information through an Information Sharing Agreement should normally be
considered a collection. Because of the widespread use of the term, it will be used from time-to-
time in the “Guide” and “Checklist”, but it should be understood in the context of the general and
specific re(i]uirements of FIPPA. PHIA contains quite smilar provisions to those of FIPPA

relating to the disclosure of personal and personal health information (see PHIA Sections 22(2)n
and 22(2)o; FIPPA Sections 44(1)d and 44(1)e).

It is important to note that many personal information disclosures are covered by Section 44 of
FIPPA and do not have to be authorized through the PARC process. Nevertheless, most of the
“Conditions of Approval” laid out in Section 46(6) or “Conditions of Disclosure’ under Section
47(4) provide a reasonable starting point for planning purposes or preliminary consideration of
what might be some of the components of a FIPPA-compliant Information Sharing Agreement
This early consideration is not an alternative for consulting with legal counsal when drawing up
an agreement.

Both FIPPA and PHIA include specific regulation-making power respecting written agreements
involving certain uses and disclosure of personal and personal health information, but none have
been issued as of Autumn 2003.

Research and Personal Information Privacy

In general, a public body and a local public body have the discretion to disclose personal
information for research purposes if the head of the body is satisfied

that the information requested is for a bona fide research purpose,

that the research cannot be accomplished without individua identifying information,
that it is unreasonable or impractical to obtain consent from the individuals,

that the disclosureis not likely to harm the individuals,
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that the benefits of the personal information linkage for the research project are clearly in
the public interest, and

a written agreement is reached with the researcher covering matters including security
and confidentiality of the personal information, removal of persona identifiers as soon as
is reasonable, and prohibition or limitation of subsequent uses or disclosures of the
personal information.

Research and Personal Health Information Privacy

PHIA regulates the collection, use, disclosure, security, retention and destruction of personal
health information. It is important to note that personal health information, by definition,
includes “any identifying information about the individual that is collected in the course of, and is
incidenta to, the provision of health care or payment for health care’. (PHIA Section 1)

Approval for a health research project involving the disclosure of identifying personal health
information must be obtained under Section 24 of PHIA. Approva may be given by the Health
Information Privacy Committee (HIPC) established under the Act (Section 59) if the information
is maintained by the government or by a government agency. If the information is maintained by
a trustee other than the government or government agency, approva may be given by an
institutional research review committee.

Approval of ahealth research proposal includes a determination that:

the research is important enough to outweigh any invasion of privacy involved,

the research cannot be done without using identifiable personal health information,
it isimpossible or impractica to get consent from the people the persona health
information is about,

the project ensures the security of the personal health information and its destruction
when finished, and

al identifying information will be removed as soon as possible consistent with the
purposes of the project.

Aploroval is conditional on awritten agreement between the trustee and the researcher, which
includes undertakings that:

the personal health information will not be published in an identifiable form,
it will be used only for the purposes of the approved project, and

the information will be kept securely and only for aslong asis necessary for purposes
consistent with the project.

The Ombudsman’s Office and Compliance Oversight

The Ombudsman heads the Office of the Legidature that, among other things, reviews
compliance with access to information and privacy rights under FIPPA and PHIA. Under this
legidation, the Office is mandated to investigate and initiate complaints. In addition to other
general powers and duties, the Ombudsman may comment on the implications for access to
information or f)rotection of privacy of proposed legidative schemes or programs of public bodies
and on the implications for the protection of privacy of:

(i) using or disclosing personal information for record linkage; or,

(i) using information technology in the collection, storage, use, or transfer of persona
information. (FIPPA Section 49 (d) and (€); see also PHIA Section 28 (d) and (€))

Using the Privacy Compliance Tool

Undertaking a full privacy compliance review normaly requires commitment from the
organization involved. For this reason, we reiterate the importance of obtaining senior-level
guidance and direction from the outset, bearing in mind that the results should be signed-off by
executive decision-makers.

Ombudsman Manitoba, Access and Privacy Division 7
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A thorough compliance review may well be an onerous task whose degree of difficulty will be
influenced by a number of factors in addition to senior management commitment to fair
information practices. These include the privacy expertise available in or to the organization; the
extent to which personal and personal health information is collected, used, and disclosed by
programs and information systems; the sensitivity of the information involved; the quality,
currency, and pervasiveness of sound recordkeeping and information management practices; and
the magnitude of the operation or programs involved.

The privacy requirements in this tool are classified and organized by practice, and provide a
generic gpproach to privacy assessment and compliance. Specific references to FIPPA and PHIA
differentiate between the rules that apply to public bodies and those that apply to health
information held by trustees and public bodies. For the convenience of users, the “Guide’
provides in whole or in part, some of the sections of the legidation. This has contributed
substantially to the size of the “Guide” and carries the risk of inadvertently lulling users into
relying more on these isolated sections than on their own reading of legidation and neglecting the
general rule that the law should be read as awhole.

Use of the “ Checklist” will help entities subject to FIPPA and PHIA identify policies, processes,
and organizational structures that are not responsive to the requirements of the legidation and to
develop plans to bring non-compliant programs, activities, and information systems into
conformity with information privacy requirements. We have provided the “Checklist” in
summary form (“Checklist at a Glance”) as an overview of the process and atally of responses to
the questions.

An information privacy assessment should be undertaken prior to the development of Electronic
Service Delivery (ESD) systems, legidation, and policy or program implementation where
personal information and personal health information are involved. Proposas for ESD, for
example, should include the assessment as part of the package presented to systems designers so
that privacy issues are clearly identified. It is not the primary responsibility of systems designers
to conduct the privacy impact assessment. This responsibility belongs principaly to the entities
holding personal information. Use of this “Checklist” and “Guide” is based on this premise, and
isnot amed at the technical detail best addressed by e ectronic systems planners and designers.

The “Checklist” contains the considerations for assessing compliance and may be used by the
Ombudsman’s Office as a guideline for privacy audits or investigations. Using a privacy impact
assessment process will help minimize information privacy breaches, but it may not entirely
remove risk even when the overall scheme of a progfram or legidative proposal appears to comply
with statutory requirements. Specific breaches will, unfortunately, occur from time-to-time and
will have to be dealt with on a case-by-case basis. Nevertheless, aresulting compliance review or
investigation by the Ombudsman will take account of the degree of due diligence having been
practiced through the employment of a privacy impact assessment.

SOME WORDS ABOUT THE PREPARATION OF THIS GUIDE AND CHECKLIST

In preparing this “Checklist” and “Guide”, we consulted extensively with other jurisdictions --
both on the administrative and the oversight sides -- which use such instruments. There was
complete agreement on the importance of conducting such dprivacy impact assessments and on the
reality that thereis no “silver bullet” providing a smple and quick analysis of privacy compliance
in existing or proposed programs and activities. There are aso severa schools of thought about
how detailed such assessments should be. If they are very detailed, users find them somewhat
daunting to undertake; if they are too simple, they do not do the job and the results can be
mideading.

Oversight offices tended to prefer the more detailed version because of the nature of their work,
as did some of the larger and more experienced users. Offices charged with administration of
privecy legidation generaly advocated the smpler — not to say smplistic — versions on the
grounds that there is a better chance that they will be employed. There were also several differing
opinions about the scope of such tools including the suggestion that one instrument could not
easily do the job for both existing and proposed programs and activities. Nevertheless, there was

Ombudsman Manitoba, Access and Privacy Division 8



INTRODUCTION PRivacYy COMPLIANCE TooL: GUIDE

general agreement that the most challenging and widespread need was for the review of existin
programs, and that the use of privacy impacts was absolutely essential as part of the development
of new programs.

The “Checklist” and “Guide” have been prepared to be applicable for both existing and new
programs. We hope the flexibility of electronic formats will enable users to adapt the tool in
some respects to their own organizationa needs.

SOME HELPFUL WEB SITE LINKS

Further information about Manitoba s access and privacy legidation is available on web sites
maintained by Manitoba Culture, Heritage and Tourism (for FIPPA) and by Manitoba Health (for
PHIA). These sites do not dea with privacy impact assessments, but do provide a wedlth of other
information about the legidation.

The Manitoba Ombudsman’ s Office also has aweb site focussing on FIPPA and PHIA.

Information about what some other jurisdictions are doing by way of privacy impact assessments
may be found at the web sites listed following Manitoba below.

Il MANITOBA — FIPPA:

B Manitoba Culture, Heritage and Tourism, Provincia Archives Access Services:
http://www.gov.mb.ca/chc/fippalindex.html

m Office of the Manitoba Ombudsman, Access and Privacy Division:
http://www.ombudsman.mb.ca/fippa.htm

Il MANITOBA — PHIA:

B Manitoba Hedlth, Legidative Unit:
http://www.gov.mb.ca/hea th/phia/index.html

| Manitoba Headlth, Health Information Privacy Committee:
http://www.gov.mb.ca/heal th/hipc/index.html

[ | Office of the Manitoba Ombudsman, Access and Privacy Division:
http://www.ombudsman.mb.ca/phiahtm

Il CANADA:

B Treasury Board of Canada Secretariat:
http://www.tbs-sct.gc.ca/pubs _pol/ciopubs/pia-pefr/siglist_e.html

B Privacy Commissioner of Canada, news release on Treasury Board Canadd' s privacy
impact assessment policy:
http://www.privcom.gc.ca/media/nr-c/02 05 b 020424 e.asp

B ALBERTA:

B Alberta Government Services, Information Management Access and Privacy Branch:
http://www3.gov.ab.ca/foip/quidelines practices’2002/chapter9.cfm

B Office of the Information and Privacy Commissioner:
http://www.oipc.ab.ca/pial/
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B BRITISH COLUMBIA:

B British Columbia Ministry of Management Service, Corporate Privacy and Information
Access Branch:
http://www.mser.gov.bc.calfoipop/manual/forms/pia.doc

m Office of the Information and Privacy Commissioner:
http://www.oipcbc.org/public/pia/

[l ONTARIO:

[ | 8fnft_ario Management Board Secretariat, Corporate Freedom of Information and Privacy
ice
http//www.gov.on.ca/M BS/english/fip/pia/
m Office of the Information and Privacy Commissioner:
http://www.ipc.on.ca/english/resources/resources.htm

IMPORTANT NOTE TO UERS:

FIPPA and PHIA ae intricate statutes in themselves and also in their relationshiﬁ to one
another. While they are based on common principles of fair information practices, they have
both obvious and subtle differences. We have tried to keep this Privacy Compliance Tool as
generically based, short, and user friendly as possible. The purpose of the “ Checklist” and
“Guide’ should be kept constantly in mind: to provide a step-by-step privacy compliance
diagnostic process that covers the basic requirements of good information privacy practices.

The content of this Privacy Compliance Tool has been developed based on the understanding and
experience of the authors with respect to compliance with FIPPA and PHIA, and government
policy. Itisnotintended to provide legal advice. Usersrequiring legal advice are encouraged
to consult counsd.

Ombudsman Manitoba, Access and Privacy Division 10
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ELEMENT 1

IDENTIFYING PURPOSES AND LIMITING COLLECTION OF PERSONAL INFORMATION AND
PERSONAL HEALTH INFORMATION

Collection of personal information and persona health information must be in accordance with
the provisions of FIPPA or PHIA, and be limited to the purpose identified by the organization.

NOTE that personal information and personal health information“ sharing” or “ exchange” is not
a concept defined in FIPPA and PHIA. If the collection of such information forms part of an
Information Sharing Agreement, the agreement must comply with the provisions of the Acts.

This Element requires that organizations:

I dentify the Purpose for which personal information and personal health information is
collected at or before the time the information is collected (under FIPPA) or before it is collected
or as soon as practicable afterward (under PHIA).

Limit Collection of personal information and personal health information to that whichis
necessary for the purposes identified by the organization.

Collect information directly from the individual unlessindirect collection isauthorized under
the legidation.

Inform (notify) the individual when collecting directly of the purpose, legal authority (when
Fl IIDIPA_ isinvolved), and provide contact information for an official who can answer queries about
collection.

What does the Law Say about Identifying the Purpose
and Limiting the Amount of Information Collected?

FIPPA requires that public bodies onl%/ collect information if they are authorized to do so.
Personal information may be collected it:
(@ 'Et;e ggllection of information is authorized by or under an enactment of Manitoba or
anada,
(b) the information relates directly to and is necessary for an existing program or activity of the
public body; or
(c) theinformation is collected for law enforcement purposes or crime prevention.
[Reference -- Section 36(1)|

FIPPA: A public body shall collect only as much personal information about an individual as
is reasonably necessary to accomplish the purpose for which it is collected (section 36(2)).

PHIA redtricts the collection of persona health information. A trustee shal not collect

persona health information about an individual unless:

(a) theinformation is collected for alawful purpose connected with a function or activity of the
trustee; and

(b) the collection of the information is necessary for that purpose.

[Reference — Section 13(1)|
PHIA: A trustee shall collect only as much persona health information about an individua as
is reasonably necessary to accomplish the purpose for which it is collected (section 13(2)).
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What does the Law Say about Manner of Collection?

FIPPA: Persona information must be collected by or for a public body directly from the
individual the information is about unless authorized by the provisions in Section 37(1) of the
Act.

PHIA: Whenever possible, atrustee shall collect persona health information directly from the
individual the information is about (section 14(1)) unless it falls within the five exceptions
provided under the Act (section 14(2)).

What does the Law Say about Notification of Collection?

FIPPA: A public that collects persona information directly from the individual the
information is about shall inform the individual of
(@) the purpose for which the information is collected;
(b) thelega authority for the collection; and
(c) thetitle, business address, and telephone number of an officer or employee of the public
body who can answer the individual’ s questions about the collection.
[Reference - Section 37(2)]

FIPPA: Notification is not required if the public body has recently provided the individua
with the information referred to in that subsection about the collection of the same or smilar
personal information for the same or arelated purpose (section 37(3)).

PHIA: A trustee who collects persond health information directly from the individual the
information is about shall, before it is collected or as soon as practicable afterwards, take
reasonable steps to inform the individual
éag of the purpose for which the information is being collected; and
b) if the trustee is not a health professional, how to contact an officer or employee of the
trustee who can answer the individual’ s questions about the collection.
erence -- ion

PHIA: A trustee need not comply with subsection 15(1) if the trustee has recently provided the
individua with the information referred to in that subsection about the collection of the same or
similar personal health information for the same or arelated purpose (section 15(2)).

What does this Mean for your Organization?

Identifying the reason why an organization needs to collect personal information or personal
health informationis the first step in privacy compliance. If the collection of persona or personal
hedlth information is not authorized, the organization should not be collecting it, so this is an
important threshhold question. An organization must be clear and “up front” about what
information is collected, used, and disclosed in program activities. Failing to document the need
for such information may result in additional administrative costs, including client or employee
complaints, and make it difficult to track and manage the personal information and personal
health information for which the organization is responsible.

Public bodies and trustees are bound by FIPPA and PHIA requirements whether they collect
personal information and personal health information or authorize an outside agent to collect
information on their behalf (e.g. under contract).

The collection limitation principle constrains the amount and type of personal information or
personal health information collected for an organization's activities. There must be an
established link between the data collected and the purposes identified for collecting the
information. Collecting more information than is needed may expose your organization to risk
and to public scrutiny of privacy practices.

Ombudsman Manitoba, Access and Privacy Division 12
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Personal information or personal health information is collected either directly (from the person
the information is about) or indirectly (from another source). Direct collection isthe preferred
method of collection. Indirect collection should only be undertaken in limited circumstances,
such as:

wheredirect collection is difficult or impossible;
where direct collection would result in inaccurate information; or,
when law authorizes indirect collection.

When information is collected directly from clients/individuals, they should be informed about
the collection, use, and disclosure of their personal or personal health information.

Recommended Best Practices

v" Document the purpose for collecting personal or personal health information, and make this
information available to the public.

When considering PHIA with respect to a purpose of collection, use, and disclosure of
personal health information under Part 3 of the Act, atrustee may find it useful to draw on a
“reasonable person test” within the context of the preamble at the beginning of the legidation
and its statement of pl;rj)oses (s2). This test,' as articulated by the Office of the Privacy
Commissioner of Canada in relation to the federal Personal Information Protection and
Electronic Documents Act, indicates that an entity may collect, use, and disclose personal
information for purposes that a reasonable aBerson would consider appropriate in the
circumstances: the measure must be demonstraply necessary to meet some specific need; it
must be demonstrably likely to be effective in achieving its intended purpose; the intrusion
on privacy must be proportiona to the benefit to be derived; and, it must be demonstrable
that no other less privacy-intrusive measure would suffice to achieve the same purpose.

Application of thistest is not a requirement under PHIA.

v Contact your Privacy Coordinator or Officer for advice when you are planning a new
program that involves the collection of personal or personal health information or when
revising existing collection practices.

v When defining what personal or personal health information is necessary to meet operational
or legidated requirements, consider both primary and secondary purposes (administration,
quality improvement, program marketing, research, planning, et?:l?{

v' Ensure employees or third parties collecting personal information or personal health
information on your behalf understand what the rules are and can explain clearly the purpose
of collection. They should know to whom they could refer people if there are any additional
questions about the collection of personal information.

v/ Limit the amount and type of personal information or personal health information collected
to the amount necessary (i.e. “need to know” rather than “nice to know” or just “want to
know”). Do not collect information for an unspecified purpose or “just in case’ it might be
useful at some future date.

v" Be specific and avoid using broad purpose statements that could cause confusion or
ambiguity.

v Prior to using “cookies’ or any other process that collects identifiable information
electronically provide notice of the practice or obtain consent.

v" When designing notification processes, seek feedback from clients and employees, and
engage front-line business personnd.

* Thisisan adaptation of the “Oakes Test” from the Sipreme Court of Canada case: The Queen v. Oakes, [1986] 1
S.C.R. 103 (see http://www.lexum.umontreal.ca/).
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ELEMENT 2

LIMITING USE, DISCLOSURE, AND RETENTION
OF PERSONAL INFORMATION AND PERSONAL HEALTH INFORMATION

In genera terms, personal information and personal health information may be used or disclosed
only for the purposes for which they were collected or with the consent of the individual or as
authorized by law. Of paramount importance, it should be noted that both FIPPA and PHIA
emphasize that every use and disclosure must be limited to the minimum amount of information
necessary to accomplish the purpose for which it is used or disclosed.

Personal and personal health information must be retained in accordance with a written retention
and disposal policy that conforms to law and policy.

This Element in the “Checklist” relates to certain uses and disclosures of personal information,
not otherwise authorized under FIPPA, through the Privacy Assessment Review Committee
(PARC) process under Sections 46 and 47. It also deals with the disclosure of personal health
information for health research under PHIA Section 24. Please refer to the introduction to the
“Guide’, which provides additional important detail not repeated here about PARC, information
sharing agreements, and research.

NOTE that personal information and personal health information “sharing” or “exchange’ is not
a concept defined in FIPPA and PHIA. If the disclosure of such information forms part of an
Information Sharing Agreement, the agreement must comply with the provisions of the Acts.

The rules for this Element are contained in Part 3 of FIPPA and of PHIA. Users should note that
Part 3 of FIPPA does NOT apply to personal health information.

What does the Law Say about Use and Disclosure of Personal Information?

FIPPA: Useand disclosure of personal information

A public body may use persona information only

(a) for the purpose for which the information was collected or compiled under subsection 36(1)
or for a use consistent with that purpose under section 45;

(b) if theindividua the information is about has consented to the use; or

(c) for apurpose for which that information may be disclosed to the public body under section
44, 46, 47 or 48 or for a use approved under section 46.

[Reference -- Section 43

FIPPA: Restrictionson disclosur e of per sonal information

A public body may disclose persona information only

(@ for the purpose for which the informetion was collected or compiled under subsection
36(1) or for ause consistent with that purpose under section 45;

(b) if theindividua the information is about has consented to its disclosure;

E(cj:; in accordance with Part 2;
for the purpose of complying with an enactment of Manitoba or Canada, or with atreaty,
arrangement, or agreement entered into under an enactment of Manitoba or Canada;

(e) idr_l a(I;cordance with an enactment of Manitoba or Canada that authorizes or requires the

isclosure;

(f) toaminister or an elected officia of the public body, if the information is necessary to
carry out his or her responsibilities;

(g9 for the purpose of managing or administering personnel of the Government of Manitoba
or the public body;

éh) to the Provincial Auditor or any other person or body for audit purposes;

i) tothe Government of Canada in order to facilitate the monitoring, evauation or auditing
of shared cost programs or services,
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(ag)

(o)
(cc)

for the purpose of determining or verifying an individua’s suitability or eigibility for a
rogram service or benefit;
or the purpose of enforcing a maintenance order under the Family Maintenance Act;
where necessary to protect the mental or physical health or the safety of any individua or
roup of individuals;
or the purpose of complying with a subpoena, warrant, or order issued or made by a
court...;
for use in providing legal advice or legal services to the Government of Manitoba or the
public body;
for the purpose of enforcing a legal right that the Government of Manitoba or the public
body has against andy person;
for the purpose of determining the amount of or collecting afine... to the Government of
Manitoba or to the public body;
for use in existing or anticipated legal proceedings,
for law enforcement purposes or crime prevention;
if the public lody is a law enforcement agency and the information is disclosed to
another law enforcement agency in Canada.. .;
for the purpose of supervising an individual in the custody or under the control of a
correctiona authority;
where disclosure is necessary for the security of an individual of a correctiona
ingtitution;
by transfer to the Provincia Archives of Manitoba or to the archives of a public body for
records management or archival purposes;
an officer of the Legidature, if the information is necessary for the performance of the
duties of that officer;
to an expert for the purposes of clause 24(b);
for the purpose of:
(i) contacting arelative or friend of an individual who is injured, incapacitated, or ill;
Eii) assisting in identifying a deceased individual; or
iil) informing the representative or a relative of a deceased individua ... of the
individua’s death.
to a relative of a deceased individual if the head of the public body reasonably believes
that disclosure is not an unreasonable invasion of the deceased privacy;
subject to subsection (2) a person providing information technology services to or for the
public body;
when the information is available to the public;
in accordance with sections 46, 47, or 48.

[Reference -- Section 44(1)|

NOTE: some parts of section 44(1) of FIPPA have been excerpted or contracted here.
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PHIA: Useof personal health information
A trustee shall not use or disclose persona health information except as authorized under this
Division (section 20(1)).

Every use and disclosure by a trustee of personal health information must be limited to the
minimum amount of information necessary to accomplish the purpose for which it is used or
disclosed (section 20(2)).

A trustee shal limit the use and disclosure of persona nformation it maintains to those of its
employees and agents who need to know the information to carry out the purpose for which the
information was collected or received or to carry out a purpose authorized under section 21.

Restrictions on use of information: A trustee may use persona health information only for
thc? purpose for which it was collected or received and shall not use it for any other purpose,
unless:
(@) the other purpose is directly related to the purpose for which the persona hedth
information was collected or received,
(b) theindividua the personal health information is about has consented to the use;
(c) Use of the information is necessary to prevent or lessen a serious and immediate threat
to... anindividual, or public health or public safety;
(d) thetrustee is a public body or health care facility and the persona hedth information is
used:
(i) to deliver, monitor, or evaluate a program that relates to the provision of hedth care
or payment for health care by the trustee; or
(if) for research and planning that relates to the provision of health care or payment for
health care by the trustee.
(e) the purpose is one for which the information may be disclosed to the trustee under section
22; or
(f) use of the information is authorized by an enactment of Manitoba or Canada.
[Reference -- Section 2]]

NOTE: some sections have been excerpted or contracted here.

PHIA: Restrictions on disclosure of information:
!?xcept as permitted by subsection (2), a trustee may disclose persona health information only
[

(@) the disclosure is to the individua the persona health information is about or his or her
representative;
(b) theindividual the information is about has consented to the disclosure (section 22(1)).

Disclosure without individual’s consent: A trustee may disclose persona health information

without the consent of the individua the information is about if the disclosureis

(@) to aperson who is providing or has provided health care to the individual, to the extent
necessary to provide health care to the individual, unless the individua has instructed the
trustee not to make the disclosure;

(b) to any personnel if the trustee reasonably believes that the disclosure is necessary to
prevent or lessen a serious and immediate threat to .... an individud, or to public health
or public safety;

(c) For the purpose of
Ei) contacting arelative or friend of an individual who isinjured,

i) asssting In identifying a deceased individual, or
(i) informing the representative or a relative of a deceased individual, or any other
person it is reasonable to inform ..., of the individua’s desath;

(d) toardative of adeceased individua if the trustee reasonably believes that disclosure is
not an unreasonable invasion of the deceased’s privacy;
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(e) required for

Ei) the purpose of peer review by hedth professionals,

i) the purpose of review by a standards committee,

(i) the purpose of a body with statutory responsibilities for the discipline of health
professionals..., or

(iv) the purpose of risk management assessment;

(f) in accordance with section 23 (disclosure to the patient’s family), 24 (disclosure for
health research) or 25 édiscl osure to an information manager);

(g) for the purpose of... aelivering, evaluating, or monitoring a program of the trustee that
relates to the provision of health care or payment for health care, or... for research and
planning that relates...;

() to a computerized health information network and database, established by the
government or another trustee that is a public body specified in the regulations, in which
personal health information is recorded...;

(i) tothe government, another public body or the government of another jurisdiction... to the
extent necessary to obtain payment for health care...;

() to a person who requires the persona health information to carry out an audit for or
provide lega servicesto atrustee...;

(k)  required in anticipation of or for use in a civil or quasi-judicia proceeding to which the
trustee is a party, or the prosecution of an offence;

()  required to comply with a subpoena, warrant, or order issued or made by acourt...;

(m) for the purpose of
Ei) an investigation under or the enforcement of an enactment of Manitoba..., or
i) an investigation or enforcement respecting a fraud related to the payment for health

care,

(n) for the purpose of complying with an arrangement or agreement entered into under an
enactment of Manitoba or Canada; or

(o) authorized or required by an enactment of Manitoba or Canada.

erence -- ion

NOTE: some sections have been excerpted or contracted here.

What does the Law Say about Retention of Personal Information
and Personal Health Information?

FIPPA: A public body that uses personal information about an individual to make a decision
that directly affects the individual shal, in the absence of another legal requirement to do so,
establish and comply with a written policy concerning the retention of personal information
(section 40(2)).

The policy must require that personal information be retained for a reasonable geriod of time so
that the individua the information is about has a reasonable opportunity to obtain access to it

(section 40(2)a)).

PHIA: A trustee shall establish a written policy concerning the retention and destruction of
personal health information and shall comply with that policy (section 17(1)).

What does this Mean for your Organization?
The general duty of public bodies and trustees is to not use or disclose personal information and
personal health information except in accordance with the legidation.

Limiting Use

An organization's use of personal information must be limited to the amount necessary to carry
out the identified purpose of its collection. For example, an employeein charticuIar department
who needs access to personal information in a database should be provided access only to those
data elements needed to do his or her job. Personal information may be used for a consistent
purPose when there is a reasonable and direct connection to the purpose, and it is necessary for
performing statutory duties or for operating an authorized program or activity (section 45).
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Unlike FIPPA, PHIA does not specifically employ a “consistent purpose” section for uses and
disclosures of personal health information, but states that the other purpose must be directly
related to the purpose for which the information was collected or received (section 21, 21(a)).

An individua’s consent should be obtained prior to using his or her personal information or
personal health information for any additional purpose.

Limiting Disclosure

Again, broadly speaking, an organization may not disclose (i.e. share with athird party) personal
or personal health information unless that disclosure is consented to by the individua or
authorized by legidation. Disclosure of personal or personal health information should be
limited to only that information necessary to achieve the intended purpose. Disclosure is
generally not compulsory. In most cases, organizations may exercise discretion as to whether or
not to disclose information under one of the circumstances framed in the legidation.

Consent should be the starting point when staff considers possible disclosure of personal or
personal health information. This does not mean that you must obtain consent in al
circumstances. The Acts recognize various legal requirements and operational situations when
obtaining consent may not be nec or reasonably possible. A number of r uIatoQ/ bodies,
such as The College of Physicians and Surgeons of Manitoba, have by-laws and guidelines that
may assist particular types of trustees in drafting a records retention and destruction policy.

Limiting Retention

Under FIPPA, organizations that use persona information to make a decision that directly affects
an individual must retain it for a reasonable period of time. Among other things, thisallows the
individual an opportunity to gain access to the information. Often, a one-year period may be
sufficient. Personal information may be kept longer than this depending on the operational,
legal, financial, or archiva requirements. In any event, its disposition must be authorized through
the Government’s records retention scheduling process or other written retention policy as
permitted by law. PHIA requires a written records retention and destruction policy with respect
to personal health information.

Recommended Best Practices
v Condider the reasonable expectations of individuas when determining the method of
obtaining consent.

v Consider meaningful consent the starting point for disclosure of personal information and
personal health information.

v/ Consent forms should include at least the following:®
> A clear description of the information to be used or disclosed,
> The date the consent is effective and when it expires (avoid open-ended consents),
> The name of the organization authorized to use or receive the information,
> The purpose for the use or disclosure, and
> Thesdignature of theindividua (or his’her authorized representative).
v' Use and disclose the least amount of information possible to achieve the required
purpose.

v" When considering PHIA with respect to collection, use, and disclosure of personal health
information under Part 3 of the Act, atrustee may find it useful to draw on a *“reasonable
person test” within the context of the preamble at the beginning of the legidation and its
statement of purposes (s.2). For further detail on this test, see Element 1 above under the
first entry within “Recommended Best Practices’.

v' Use and disclose de-identified information whenever possible for policy planning,
research or statistical purposes.

® In the absence of detailed statutory rules, the Ombudsman’s Office has prepared a one-page “Elements of
Consent...” for personal information under FIPPA and personal health information under PHIA. These form
Appendices 2 and 3 of this “Guide”.
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v Use administrative, physical, and technical controls to limit access to personal and
personal health information to staff members and contractors who have a “need to
know”.

v" Consider this “need to know” as a design principle to regulate access when developin
new computer systems that contain personal information and personal healt
information.

v Staff should maintain a complete audit trail of what personal and personal health
information has been disclosed (e.g. for what purpose, to whom, and under what
authority).

v" Contents of Information Sharing Agreements. Consultation with legal counsd is
advisable, but some core considerations are likely to be:

> the purpose(s) of the agreement,

> tgle legal or other authority for information sharing and on which the agreement
relies,

> the purposg(s) for which the information is being used by the entity to which it is
disclosed,

> a description of the personal information and personal health information to be
shared/disclosed and what information will be matched/linked/shared, and any
limitations on subsequent uses and disclosures,

> identification of the administrative, technical, and physical safeguards required to
protect the confidentiality of the information,

> aclause that allows the information provider(s) to access the premises of the other
party to ensure that it is abiding by the agreement,

provisions for compliance auditing,

mechanisms for amending and resolving disagreements over the terms of the
agreement,

duration of the agreement,
sanctions for non-compliance, such as termination of the contract, and
disposition of the information.

vV VvV

Y VvV

‘7/
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ELEMENT 3

ENSURING ACCURACY OF PERSONAL INFORMATION AND
PERSONAL HEALTH INFORMATION

Personal and persona health information collected must be as accurate, complete, and up-to-date
asnecessary for the purposes for which they are to be used.

What does the Law Say about Accuracy?

FIPPA: If personal information about an individual is used by a public body to make a
decision that directly affects the individual, the public body shall take reasonable steps to
ensure that the information is accurate and complete (section 38).

FIPPA: An applicant who has been given access to a record containing his or her personal
information under Part 2, and who believes there is an error or omission in the information,
may request the head of the public body that has the information... to correct the information
(section 39(2)).

Note: the timelines and detailed process for correction requests are contained in sections 39(3)
to 39(6).

PHIA: Before using or disclosing personal health information, a trustee shall take reasonable
steps to ensure that the information is accurate, up to date, complete, and not misleading
(section 16).

PHIA: For the purposes of accuracy or completeness, an individual may request atrustee to
correct any persona health information that the individual may examine and copy under this
Part (section 12(1)).

Note: the timelines and detailed process for correction requests are contained in sections 12(2)
to 12(6).

What does the Law Say about Notice to Others about Correcting a Record?

FIPPA: On correcting a record or adding a request for correction to a record under this
section, the head of the public body shall, where practicable, notify any other public body or
third party to whom the information has been disclosed during the year before the the
correction was requested that the correction has been made or arequest for correction has been
added (section 39(5)).

FIPPA: On being notified under subsection (5) of a correction or request for correction, a
public body shall make the correction or add the request for correction to any record of that
information in its custody or under its control (Section 39(6)).

PHIA: When a trustee makes a correction or adds a statement of disagreement under this
section, the trustee shall, when practicable, notify any other trustee or person to whom the
persona health information has been disclosed during the year before the correction was
requested about the correction or statement of disagreement. A trustee who receives such a
notice shall make the correction or add the statement of disagreement to any record of that
personal health information that the trustee maintains (Section 12(5)).
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What does this mean for your organization?

The purpose of the accuracy principle is to minimize the possibility that a decision affecting an
individua will be made on the basis of inaccurate or outdated personal information or personal
health information. Organizations must make reasonable efforts to ensure that information used
to make a decision that directly affects the individual is accurate and complete. This process
involves careful verification of personal and personal health information when it is collected
and/or entered into a database.

The purposes for which you collect, use, and disclose personal information and personal health
information will determine how often it must be checked for accuracy. Normally, you only need
to update previoudy collected personal information and personal health information If it is
required for ongoing provision of services, or if the individual concerned asks you to do so. It is
goo?d_ rg‘ctice to update personal information at point of direct contact with the specific
individuals.

Both statutes enable individuals to request a correction of their personal or personal health
information. When thereis arefusa to make a correction by a public body or trustee, FIPPA and
PHIA require the applicant be notified of the reason for the decision and of his or her right to
complain to the Ombudsman. FIPPA requires the public body to add the request for correction to
the record. PHIA specifies that the individual whose request for a correction has been refused
must be informed of his or her right to add a concise statement of disagreement to the record.
The Acts aso contain provisions for notifying others to whom the information has been disclosed
during the year preceding the request for correction. These provisions should be consulted
directly (FIPPA sections 39(5) and 39(6); PHIA section 12(5))

Recommended Best Practices

v Implement processes to modify or correct hard copy or eectronic files containing
personal information and personal health information.

v Document when the file was last compiled or updated, and by whom.

v If a correction is made, make reasonable efforts to ensure that all other records that
contain the same personal information and personal health information are aso updated.

v/ Conduct periodic assessments of accuracy in your databases (for example, when a client
Seeks services).

v" Notify others who have received inaccurate information of the requirement to correct the data.
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ELEMENT 4

SAFEGUARDING PERSONAL INFORMATION AND PERSONAL HEALTH INFORMATION

Organizations are required to protect personal information and personal health information by
making reasonable security arrangements against risks such as unauthorized access, use,
disclosure or destruction/obliteration. These security requirements apply to records in hard copy
form as well as to records that are kept electronically such as a database. While the general
security requirements for hard cop]y and electronic records are the same, the implementation of
safeguards will be specific to the information medium.

Note that The Personal Health Information Regulation 245/97 does not have a direct counterpart
in FIPPA. In addition to the Regulation sections noted below, it deals with establishing what
personal health information may be accessed by agents and employees of trustees, orientation
and training, a pledge of confidentiality, and auditing security safeguards at least every two years.
The principles and practices embodied in the Regulation relating to the protection of personal
health information under PHIA are suggestive of best practices for protecting personal
information under FIPPA.

What does the Law Say about Safeguarding Information?

FIPPA: The head of a public body shall, in accordance with any requirements set out in the
regulations, protect persona information by making reasonable security arrangements against
such risks as unauthorized access, use, disclosure or destruction (section 41).

PHIA: A trustee shall establish a written policy concerning the retention and destruction of
personal health information and shall comply with that policy (section 17(1)).

PHIA: A policy under section 17(1) must conform to any requirements of the regulations
(section 17(2)).

PHIA: In accordance with any requirements of the regulations, a trustee shall ensure that
personal health information is destroyed in a manner that protects the privacy of the individual
the information is about (section 17(3)).

PHIA: In accordance with any requirements of the Regulations, atrustee shall protect personal
health information by adopting reasonable administrative, technical, and physical safeguards
that ensure the confidentiality, security, accuracy, and integrity of the information (section
18(2)).

PHIA: Without limiting section 18(1) a trustee shall

(@ implement controls that limit the persons who may use persona hedth information
maintained by the trustee to those specificallg authorized by the trustee to do so;

(b) implement controls to ensure that persona health information maintained by the trustee
cannot be used unless
(i) theidentity of the person seeking to use the information is verified as a person the

trustee has authorized to use it, and
(i) the proposed useis verified as being authorized under this Act;

(c) if thetrustee uses electronic means to request disclosure of personal health information or
to respond to requests for disclosure, implement procedures to prevent the interception of
the information by unauthorized persons; and

(d) when responding to requests for disclosure of persona health information, ensure that the
request contains sufficient detail to uniquely identify the individua the information is
about.

[Reterence -- Section 18(2)|
PHIA: A trustee who maintains persona health information in electronic form shdl
implement any additional safeguards for such information required by the regulations (section
18(3)).
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PHIA: In determining the reasonableness of security safeguards required under Section 18, a
trustee shall take into account the degree of sensitivity of the personal health information to be
protected (section 19).

PHIA Regulations:
A trustee shall establish and comply with a written policy and procedures containing the
following:
(a prgvisions for the security of persona health information during its collection, use,
disclosure, storage and destruction, including measures
(i) to ensure the security of the persona hedlth information when a record of the
information is removed from a secure designated area, and
(i) to ensure the security of persona heath information in electronic form when the
computer hardware or removable electronic storage media on which it has been
recorded is being disposed of or used for another purpose.
(b) provisionsfor the recording of security breaches;
(c) corrective procedures to address security breaches.
erence -- Reg , section

Accessrestrictionsand other precautions. A trustee shal

(@) ensurethat persona heath information is maintained in a designated area or areas and is
subject to appropriate security safeguards;

(b) limit physical access to designated areas containing persona health information to
authorized persons;

(c) take reasonable precautions to protect persona health information from fire, theft,
vandalism, deterioration, accidental destruction or loss, and other hazards; and

(d) ensurethat removable media used to record persona hedth information is stored securely
when not in use.

erence -- Reg. , section

Additional safeguardsfor electronic health information systems

4(1) A trustee shall ensure every eectronic information system that the trustee designs or
acquires after December 11, 2000

(a) produces an electronic record of every successful or unsuccessful attempt to (i) gain
access to the persona health information maintained on the system, (ii) add to, delete or
modify the persona hedlth information maintained on the system; and
(b) records every transmission of persona health information maintained on the system.

4(2) A trustee shal regularly review the electronic records produced under subsection (1) to
detect any security breaches.

4(3) The requirements of this section only apply to an electronic information system used by a
trustee to maintain personal health information.

[Reference -- Reg. 245/97, section 4

What does this Mean for your Organization?

Protecting personal information and personal health information from unauthorized access
requires the implementation of administrative, physical, and technica safeguards. These
measures are necessary to ensure that sensitive information is not compromised in any respect.
The assessment of security safeguards must include the evaluation of threats from within and
outside the organization. Studies have documented time and again that the “insider” threat to the
security of information is at least equal to and usually greater than that posed by “outsiders’.
Further, research has shown that organizations tend to pay less attention to or even virtualy
ignore the internal threats to information security!

The measures used to safeguard information should be appropriate to the senstivity and
magnitude of the personal information and personal health information involved, bearing in mind
that “sensitivity” carries a degree of subjectivity for individuals in the context of their particular
circumstances. Some types of personal information and personal health information are
generaly thought to be more sensitive than others. For example, many individuas believe
medical information to be particularly sensitive, while educational information may be considered
less so. A number of surveys have identified financia information as being the most sensitive.
Socio-economic factors have a significant influence on what information an individual considers
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most sensitive. The assessment of information sensitivity must take account of the context of the
information. The level of sensitivity -- and, therefore, the level of safeguards -- may be analysed
by assessing the potential harm or other adverse affect to the individua if the information were
released to unauthorized parties.

Recommended Best Practices

Anayze the type and characteristics of personal informationand personal health information in
your custody and control, the varying levels of sensitivity for each type of information, and the
risks that may pertain to it.

v Examples of administrative, physical, and technical safeguards are:

> security policies and procedures,
> training and awareness programs,

> background checks for new employees, and where appropriate, a pledge of
confidentiality, for example, as required under PHIA,

> use of physica barriers, security areas, and access and authorization mechanisms to
restrict access,

> use of software, hardware, or operating system access and audit controls,

> security regquirements stipulated in contracts with third parties,

> information sharing agreements with those to whom you disclose information on a
regular basis,

> use of secure communications for transmission of sengitive information,

> manual dispatch of sengtive information rather than fax or electronic transmission.
If you are sending information electronically, assess the security features of the
networking environment and address potential vulnerabilities of the network to
hacking or inappropriate access by third parties.

v' Examples of information-handling practices:

> ensure the security and protection of the information from collection through to fina
disposition,
secure persona information and personal heath information when leaving your desk,
ensure fax machines are in a secure, non-public area,

when sending a fax, confirm the fax number and ensure someone is waiting to
receive the information,
use a cover sheet and include a confidentiality statement on fax and e-mail
transmissions,
> encrypt e-mails containing sensitive personal or personal health information,
> protect the security and integrity of persona information and persond hedth
information under your control through the use of security passwords at your
workstation, and change them regularly,
> find out how long records containing persona information and personal health
information must be kept and whether or not you ae authorized to destroy or delete them.

VvV V VY

Y
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ELEMENT 5

ENSURING INDIVIDUAL ACCESS TO PERSONAL INFORMATION AND
PERSONAL HEALTH INFORMATION

An individua or his’her authorized representative is entitled to have access to personal or
personal health information and to information concerning the personal or personal health
Information an organization holds about him or her.

A public body or atrustee has the duty to assist an individual making an application or request for
access to his or her personal information and personal health information.

What does the Law Say about Individual Access?

FIPPA: Right of access

Subject to this Act, an applicant has a right of access to any record in the custody or under the

E:gggol of (a )ublic body, including arecord containing personal information about the applicant
ion 7(1)).

Note: basic detail regarding access requests for persona information is contained in Sections 7
to 16 of FIPPA.

PHIA: Right to examine and copy information _ _ _
Subject to this Act, an individual has aright, on request, to examine and receive a copy of hisor
her personal health information maintained by atrustee (Section 5(1)).

Note: basic detail regarding access requests for personal health information is contained in
Sections 5 to 12 of PHIA.

What does this Mean for your Organization?

Under FIPPA and PHIA, individuals have aright of access to information about themselvesin the
custody or under the control of a public body or trustee, subject only to limited and specific
exceptions. Individuals can make aformal request to access their persona file or any information
that you may hold about them. Access may aso be provided “outside’ the legidation so long as
the “informal” procedures do not circumvent the individual’s access rights or compromise a third
party’s privacy rights. The formal procedures under FIPPA and PHIA are not intended to be
invoked automatically, but more as a measure of last resort for access to one’s own personal or
personal health information.

It may not aways be possible to release al information held about an individual. Nevertheless,
access refusals must be reasonable, limited, and justified. If individuals are refused access to
their information, an organization must provide an explanation for the refusal. There are very
limited grounds for such refusal.

Both Acts stipulate that every reasonable effort must be made to assist an individua and to
respond without delay, openly, accurately, and completely.

Recommended Best Practices

v Edablish an informa process for dedling with routing, smple requests by individuds (eg. a
patient asks her physcian for the results of her lab test). Implement aforma process for requests
that are unusud, involve severing of information, or require extensve use of internd resources.
Ensure al forma requests and responses are in writing, but note that PHIA does not
require awritten request, although it allows a trustee to require a request in writing.
Implement methods of authenticating the identity of the individud.

Implement methods of verifying the rights of an authorized representative to act on another’ s behdf.

Establish procedures to ensure that the individua receives only his or her own personal
or personal health information, not the information of third parties.

AN NN
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ELEMENT 6

CHALLENGING COMPLIANCE

People have the right to question a public body or atrustee about its compliance with the persona
information privacy protection provisions under FIPPA and PHIA. Parts4 and 5 of FIPPA and of
PHIA provide the Manitoba Ombudsman with broad powers, duties, and responsibilities for
overseeing compliance with the legidation. The Ombudsman reports annually to the Legidature
and may, in the public interest, publish a special report on any matter within the scope of the
powers and duties of the Acts on any particular matter investigated. The Ombudsman
investigates and reports on complaints, and may aso initiate an investigation or review any
matter respecting the Acts where there are reasonable grounds to do so.

Respecting personal and personal health information, an individual may complain under FIPPA
or PHIA if, for example, an individual fedsthat a public body or trustee:

has not responded to a request for access within the time limits set out in the Acts,

has refused access to an individual’ s own recorded personal or personal health
information,

has charged an unreasonable or unauthorized fee related to an access request,
has refused to correct an individual’s own personal or personal health information,

has collected, used or disclosed personal or personal health information about an
individua that is believed to be contrary to higher information privacy rights or to what
the legidation may permit.

Individuals who believe their information access or privacy rights have been breached may be
directed to contact the Ombudsman’'s Office by mail, phone, Tax, or in person. They will be
asked to provide a written complaint to the office or will be assisted if the individual has
difficulty putting the complaint in writing. Complaints under FIPPA must be submitted on a
specific complaint form as required by the Act. Complaints under PHIA must be in writing,
describing the concerns. Investigations and reviews are conducted in private and as informally as
possible. Nevertheless, the Ombudsman may exercise the legidated power under The Manitoba
Evidence Act to summon witnesses and to take evidence under oath. On completion of an
investigation, the complainant and the public body or trustee will be provided with a report on the
findings of the Office. A public body or trustee must respond to any recommendations in the
report. If a recommendation is not accepted, further action may be taken including the
Ombudsman reporting publicly or, in the case of recommended release, an appeal to the Court of
Queen’s Bench under certain circumstances.

It is extremely important that the public’s right to bring complaints about alleged infractions of
the legidation is made known routineIOY and on a timely basis to individuals. The right to
challenge compliance is one of the fundamental tenets of internationally accepted principles of
fair information practices.
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ELEMENT 7

ACCOUNTABILITY AND OPENNESS OF POLICIES AND PRACTICES

An organization is responsible for personal information in its custody or under its control and
specific individual(s) are designated by law and policy to be accountable for the organization’s
compliance with established privacy principles.

An organization must make information relating to the management of persona information
available to the public.

What does the Law Say about Accountability?

FIPPA: “Head” in relation to a government body, means:
éag in the case of a department, the minister who presides over it,
b) inthe case of an incorporated government agency, its chief executive officer,

(c) inthe case of an unincorporated government agency, the minister who is charged by the
Lieutenant Governor in Council with the administration of the Act under which the
agency is established or is otherwise responsible for the agency, and

(d) in any other case, the person or group of persons designated under section 80 or the
regulations as the head of the public body.

[Reference -- Section 1]
FIPPA: A loca public body shall, by bylaw or resolution, designate a person @ group of
persons as the head of the local public body for the purposes of this Act (section 80).

FIPPA: The head of a public body may delegate to any person on the staff of the public body
any duty or power of the head under this Act (section 81).

FIPPA: Every public body shall appoint an employee as an access and privacy coordinator
who is responsible for receiving applications for access to records and for day-to-day
administration of the Act (Regulation 64/98, section 2).

PHIA: “Trustee’ means a hedth professonal, hedth care facility, public body, or hedth
services agency that collects or maintains personal health information (section 1).

PHIA: A hedlth care facility and a health services agency shall designate one or more of its

employees as a privacy officer whose responsibilities include

(@) deding with requests from individuals who wish to examine and copy or to correct
persona hedth information under the Act; and

(b) generdly facilitating the trustee’ s compliance with this Act.

[Reference -- Section 51
PHIA: Where atrusteeisa public body, any decision made or opinion formed under this Act
by the trustee may be made or formed by the head of the public body as defined in The
Freedom of Information and Protection of Privacy Act (section 58(1)).
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What does the Law Say about Openness?

FIPPA Directory: The responsible minister shall
(@) prepare adirectory to assist in identifying and locating records in the custody of or under
the control of public bodies;
éb; make every reasonable effort to ensure that the directory is kept up-to-date;
c) ensurethat copies of the directory are made available to public bodies; and
(d) ensure that copies of the directory are available to the public through libraries and
electronic information networks.

[Reference -- Section 75(1))

FIPPA, Contentsof Directory: The directory must include
(@) adescription of the mandates, functions, and organization of each public body;
(b) adescription of records, including personal information banks, in the custody or under
the control of, each public body; and
(c) thetitle, business address, and business telephone number of an officer or employee of
each public body who may be contacted for information about this Act.
[Reference -- Section 75(2)|

FIPPA, Personal Information Banks. The description of a personal information bank
required under clause (2)(b) must include the following
gag the name of the persona information bank;
b) a description of the kind of information in the persona information bank and of the
categories of individuals whom the information is about;
8 the authority and purposes for collecting the information;
the purposes for which the information 1s used or disclosed; and
(e) the categories of persons who use the information or to whom it is disclosed.
[Reference -- Section 75(3)|

FIPPA, Disclosurefor non-declared purpose: If personal information is used or disclosed by
a public body for a purpose that is not included in the directory under subsection (1), the head
of the public body shall
(@) keep arecord of the use or disclosure and either attach or link that record to the personal
information; and
(b) notify the responsible minister of the use or disclosure for inclusion in the directory.
[Reference -- Section 75(4)|

FIPPA, Application of this section to local public bodies. Clauses (3)(d) and (e) and
subsection (4) do not apply to local public bodies. However, the head of alocal public body
shall maintain an up-to-date list of the purposes for which information in a personal information
bank in the custody or under the control of the local public body is used or disclosed, and make
the list available to the public (section 75(5)).
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What does this mean for your organization?

Operational and coordinating responsibilities for the lawful collection, use, disclosure, retention,
and security of personal and personal health information must be specifically assigned within an
organization. These responsibilities a'so encompass internal policies and procedures that need to
be in place to facilitate the integration of privacy protection practices into the organization at all
levels and to monitor compliance. The roles and responsibilities of various individuals should be
clearly identified in the organization’s structure, and should include:

identification of risks,

assessment of data management practices,
administration of privacy breaches,

effective implementation of policies and procedures, and
ongoing monitoring of privacy best practices.

Organizations remain accountable for personal and personal health information that is provided
to contractors to conduct services on their behaf. Examples may include:

aprovider of information and records management or technology services,
an outsourced payroll service,

a contracted data collector,

a contractor who “teleworks’.

Among the magjor risks to privacy are the data-handling practices of third parties who may not be
aware of their clients' stringent privacy and security requirements. Organizations are responsible
for making third parties aware of applicable law, privacy policies and requirements, and for
monitoring compliance with their established privacy standards.

Knowledge of an organization’s privacy policies and practices allows individuals to make
informed choices before revealing personal information and personal health information.
Members of the public should have the opportunity to assess whether an organization’s privacy
practices meet their own expectations of privacy and confidentiality.

A public body is required under FIPPA to identify and describe collections of personal
information organized or retrievable by the name of an individual, an identifying number, symbol
or other identifier. Such a collection, regardless of medium or format, is known as a personal
information bank. These descriptions are to be made publicly available through an up-to-date list
maintained by a local public body and, for all other public bodies, through the “Access and
Privacy Directory” ® This “Directory” or the list of personal information banks should provide
the name and description of the information bank, the authority and purpose for collecting the
information, and the purposes for which the information is used or disclosed. A public body, but
not alocal public body, must also include a description of the categories of persons who use the
information or to whom it is disclosed.

There is no similar requirement for trustees of personal health information under PHIA, but the
existence of such information should be noted in persona information bank descriptions by
public bodies under FIPPA as a best practice.

Where they may exist, internal complaint review processes relating to personal information or
personal health information should not interfere in any way with an individud’s right to
complain to the Office of the Ombudsman.

® The contents of the “Access and Privacy Directory” for public bodies other than local public bodies are
prescribed under Section 75 of FIPPA.
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Recommended Best Practices

v

v

Publish the title and phone number of a person within your organization who can provide
privacy advice or handle complaints.

Establish a regular monitoring process to ensure that personal information bank
descriptions are complete, current, and publicly available.

Establish contracts requiring third parties to comply with privacy and security standards.

Give front-line staff specific instructions on disclosure of personal information or
personal health information, requests for access, and how to manage or re-direct an
access or privacy complaint.

Include privacy, confidentiality, and security training in orientation programs for new
employees and contractors.

Make information management and information privacy policies and practices available
through brochures, web sites, or telephone recordings.

Inform your employees that web browsing and e-mail may be monitored where thisis the
case.  Such monitoring should aways be necessary and reasonable under the
circumstances.

Consider communicating the organization’s compliance with privac% policies by making
privacy impact assessments available to the public except for parts that may compromise
Security.

Consider developing a Privacy Charter or privacy policy statement as a general
declaration of an organization’s practice in relation to collection, use, and disclosure of
personal or personal health information about individuals. This general policy should
Include details about:

> Accuracy — measures adopted to ensure accuracy of personal and personal health
information collected,

> Security — measures adopted to ensure security and confidentiality of the
information;

> Access and correction — how an individual can request access to or request a
correction of personal and personal health information held about him or her;

> Disclosure — the circumstances under which personal and personal health
information is transferred to third parties;

» Complaints process— how complaints are handled within the organization.

Publicize how clients and employees may file a complaint c_onc_ernigg ‘information
privacy practices including such avenues as professional bodies in addition to the
Ombudsman’s Office.
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ELEMENT 8

ASSESSING PRIVACY RISKS IN ELECTRONIC SERVICE DELIVERY (ESD)

Public and private sector organizations are under sustained pressure to implement convenient,
rapid, effective, and efficient delivery of services to the public. The bundling of services to meet
these growing demands through the sharing of personal and personal health information across
programs using a common delivery infrastructure can be challenging, but enhanced service
delivery should and can still assure appropriate levels of privacy protection, including security.
Projects involving the electronic delivery of services must be carefully examined for the way In
which processes and data flows are integrated, and the manner in which access is managed. It
bears repeating here that organizations remain accountable for personal and personal health
information that is provided to contractors or other third parties to conduct services on their
behalf.

It should always be borne in mind that the privacy provisions of FIPPA and PHIA are intended to
protect personal information and personal health information. Early incorporation of the letter
and spirit of these laws into the activities, programs, and the very culture of organizations is
important to avoid breaches of privacy, which as a rule cannot be undone or adequately remedied.
Where new programs or legidative schemes are being contemplated, privacy protection should be
a routine part of the planning and design processes. Privacy “retrofits’ are rarely easy,
inexpensive, or as fully effective as a properly planned initiative. They are never the approach of
choice.

The Privacy Compliance “Checklist” for Electronic Service Delivery, Element 8, is designed to
help avoid common pitfalls of ESD implementation, including:

failure to consider the requirements of applicable privacy legislation and fair information
practices,

failure to consider relevant policies or procedures related to privacy and security,
inadequate control over the actions of service providers,

underestimating the impact to privacy of specific technology or design choices (such as
Public Key Infrastructure or biometrics),

improper analyses of data flows and data linkages,
inadequate consideration of stakeholder reaction, including the public’s, and

insufficient user awareness and training for authorized users about the organization’s
security and privacy policies.

Elements 17 of the Privacy Compliance “Checklist” should be used as guiding principles for
ESD project teams to use during the earliest stages of systems design. They must be the
overarching principles that guide the analysis of the fit between data elements, business process,
and technical design choices. Demonstrating compliance with the first seven “Checklist”
elements can be performed at early stages of systems development in a standard development
lifecycle, such as at the concept or definition phase.

The “Checklist” includes questions that focus attention on some of the critical risks to privacy of
ESD initiatives. Some of these risks are associated with the technical design and architecture of
the system while others relate to the functioning of the program or public service.

Individual Profiling and Monitoring

To be effective, some programs may need to link previously unrelated stores of personal and
personal health information to create new information about an identifiable individual. Data
linking can be conducted through centralized storage of persona information or by linking and
matching personal data from separate databases.

The purpose of many ESD proposals is the cost-effective ddivery of multiple services requiring
similar information. Where previoudy separate services are bundled, personal and personal
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health information may be collected at a single point and accessed in a distributed program
environment. Single point-of-entry services often require unique or common identifiers across
systems, both of which are likely to have an impact on individua privacy.

In order to provide ongoing improvements in the nature and delivery of services, some programs
may monitor transactions. Such monitoring generates additional persona information about
individuals' interactions with systems and may reflect user preferences with respect to specific
programs and services. Current surveys and studies show clearly that the public is very
concerned about the monitoring of online activities and transactions. ESD project teams should
prudently %auge and preferably test public reaction prior to developing and implementing
electronically assisted services.

Method of Service Delivery

Alternative methods of service provision are a means by which organizations may leverage
effective systems and distribution infrastructures to increase effectiveness and reduce cost.
Partnerships between the public and private sector to deliver public services often present new
circumstances to consider. Whereas members of the public may exercise choice in their
interactions with the private sector, their interactions with government offer less discretion and
are frequently more intimate and complicated.

Individuals are often required to provide sensitive personal and personal health information to
establish eligibility for government programs and services. Where such delivery of servicesis
outsourced to the private sector, concerns about privacy are usualy increased. Organizations
subject to FIPPA and PHIA must ensure that organizational accountability and compliance
oversight extends to contractors and sub-contractors.

The choice of delivery channel can aso pose risks to privacy. Where previously separate services
are bundled and offered through common channels such as kiosks or call centers, complex issues
of identification and authentication may emerge.

System Design and Characteristics

Systems design and technology choices must be made carefully with reference to the
relationships between privacy and security. Technology choices should be evaluated for their
ability to enhance privacy. Even privacy-enhancing technologies often have their own privacy-
invasive characteristics, and these should be acknowledged, analyzed, and managed in a privacy
protective manner. Where access management is based on common directory services, it is
Important to ensure that the association between individuas and their service privileges is
protected. Data matching and data linking or profiling frequently pose a threat where directory
services support multiple programs.

The monitoring of ESD systems to analyze customer uses and preferences can also pose arisk to
privacy. Transaction logging systems and the use of cookies should be implemented in away that
promotes the use of non-identitiable or aggregate data collection and analysis.

Recommended Best Practices

v Start the assessment process before or a least early in the electronic systems
development lifecycle.

v" Recognize that the “human element” represents the largest single threat to information
security and have an ongoing and regularly updated awareness and training plan in place.

v Where personal rather than personal health information is involved, seek the advice of
the Privacy Assessment Review Committee where appropriate as soon as sufficient
information and analyses about the proposal or request are available.
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v

Survey how similar options for electronic delivery of services have been handled in other
jurisdictions. Examine how similar risks to privacy were mitigated. Undertaking an
early analysis of project risks and mitigation factors will provide atimely perspective on
the prevailing privacy landscape and place studies of ESD projects in other jurisdictions
in context.

When choosing alternate delivery methods for previously available public information,
ensure that the Increased ability to access, manipulate, and use such information does not
present significant risks to privacy, is not likely to harm the individuas the information is
about, and that the benefits to be gained are clearly in the public interest.

Ensure compliance of service providers and other third parties through the use of
contractual provisions and proactive audits. This could include an independent review by
atrusted third party or by consulting with an oversight body for compliance with privacy
rules.

Weigh the options and find a reasonable, principled, and lawful balance between the
sengitivity of the personal data to be processed by the system and the method of service
delivery.

Determine whether the true identity of the individua must really be known, or whether
anonymity or pseudonymity or other privacy-enhancing techniques or technologies could
be employed.

Use methods such as data strzii’opi_ng or conversion of identifiers to promote the highest
degree of anonymity in the analysis of data.

Consider employing the minimum level of authentication required to ensure effective
delivery of service. Choose privacy-enhancing, as opposed to privacy-invasive methods
of authentication.

Wherever possible, present members of the public with options for choosing the method
of service delivery that suits their privacy preferences. For example, some individuals
may choose to obtain common services through a portal while others may prefer
interaction with call-center or other personnel.
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APPENDIX 1

COMMON TERMS AND DEFINITIONS

The following are definitions of terms used in the Privacy Compliance “Guide” and “Checklist”.
If the terms are defined in Part 1 of FIPPA or PHIA, that definition has been used. Terms defined
in the legidation are identified below with an asterisk (*). The other definitions given are not
legal definitions, but are intended to contribute to a general understanding of the concepts.

Anonymity:

Information is “anonymous’ if the person the information is about cannot be identified.
Information can be fully identifiable, fully anonymous or fall somewhere between those two
extremes depending on how much information is provided, and the context of the information.
Anonymization is the process of removin?( identifiers from persona or persona hedth
information so that specific individuas are not known.

Authorized representative:

In FIPPA and PHIA, certain persons may exercise the rights of an individua (or “stand in their
shoes’).

The rights of an individual under FIPPA may be exercised
(@) by any person with the written authorization from the individual to act on the individua’s
f.

(b) by a committee appointed for the individual under The Mental Health Act or a substitute
decision maker appointed for the individual under The Vulnerable Persons Living with a
Mental Disability Act, if the exercise of the right or power relates to the powers and duties
of the committee or substitute decision maker;

(c) by an attorney acting under a power of attorney granted by the individual, if the exercise of
the right or power relates to the powers and duties conferred by the power of attorney;

(d) by the parent or guardian of a minor when, in the opinion of the head of the public body
concerned, the exercise of the right by the parent or guardian would not congtitute an
unreasonable invasion of the minor’s privacy; or

(e) if theindividua is deceased, by the individual’s personal representative if the exercise of
the right or power relates to the administration of the individual’s estate.

[Reference -- Section 79

The rights of an individual under PHIA may be exercised
@ Bé]glr;y person with written authorization from the individual to act on the individual’s

(b) by aproxy appointed by the individual under The Health Care Directives Act;

(c) by acommittee appointed for the individua under The Mental Health Act if the committee
has the power to make health care decisions on the individud’s behaf;

(d) by a subgtitute decision maker for persona care appointed for the individua under The
Vulnerable Persons Living with a Mental Disability Act if the exercise of the right relates
to the powers and duties of the substitute decision maker;

(e) by the parent or guardian of an individua who is a minor, if the minor does rot have the
capacity to make health care decisions; or

(f) if theindividua is deceased, by his or her persona representative.

[Reference -- Section 60
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Collection:

Collection occurs when staff or their agents assemble, accumulate, or gather personal information
in any form by any means including surveys, interviews, hard copy or electronic forms.

Confidentiality:

The act or duty of restricting access to information to those who are authorized and have a* need
to know”.

Consent:

Permission from an individual or his or her authorized representative to collect, use or disclose
his or her own personal or personal health information. See Appendices 2 and 3 for the
“Elements of Consent...” relating to personal information under FIPPA and personal health
information under PHIA prepared by the Ombudsman’ s Office.

Data Linking:

Also referred to as “data profiling”. Refers to the computerized use of persona information
received from a public body or entity in another jurisdiction to merge and compare files on
identifiable individuals or categories of individuals for administrative or operational purposes.
This linkage or profiling activity generates a new body of personal or personal health
information. This activity could aso occur within, between or among public bodies or entitiesin
the same jurisdiction.

Data Matching:

Generaly means a comparison of a database(s) or set(s) of records of persona information held
by a public body or entity in one jurisdiction with another database(s) or set(s) of records d a
public body or entity in another jurisdiction and where the computer matching program creates or
merges files on identifiable individuas to identify matters of interest or to generate additional
information about the individuals to whom the personal or personal health information relates. In
some jurisdictions, certain data matching activities require special approval processes. This
activity could also occur within, between or among public bodies or entities in the same
jurisdiction.

Direct Collection:

Collecting personal or personal health information from the individua the information is about.

Disclosure:

Reveding personal or personal health information outside the bounds of the public body or
j[rtés_te% alThis includes sharing information with individuas, friends, or family members of the
individual.

Indirect Collection:

Collecting personal or personal health information from sources other than the individua the
information is about.

Information Manager*:

Ea; processes, stores or destroys persona health information for a trustee, or
b) provides information management or information technology services to a trustee.
The term is used under PHIA, not FIPPA.
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Information Sharing Agreement:

May also be called a personal or personal health information “Data Sharing Agreement”, among
other things. Exchanging, collecting or disclosing personal or personal health information by a
party in one jurisdiction with a party in another jurisdiction for certain purposes. Data sharin
may be carried out by using any transmission method, and may take place over any time period.
The activities covered could aso occur within, between or among public bodies or entitiesin the
same jurisdiction. Such activities within an organization would be considered a use (see
definition below).

Local Public Body*:

(@ aneducationa body,
(b) ahedlth care body, and
(c) aloca government body.

Notification or Notice:

The process of providing individuals with information about the collection of their personal or
personal health information when it is collected directly from individuals.

erence— 10N

Personal Health Information*:

Recorded information about an identifiable individual that relates to

(@ the individua’s hedlth, or hedth care history, including genetic information about the
individual,

(b) the provision of health care to the individual, or

(c) payment for hedlth care provided to the individua’
and includes

(d) the PHIN [Persona Health Identification Number as defined in The Personal Health
Information Act] and any other identifying number, symbol or particular assigned to an
individua, and

(e) any identifying information about the individual that is collected in the course of, and is
incidental to, the provision of health care or payment for health care.

[Reference — PHIA Section 1]

Personal Information*:

Recorded information about an identified individual, including

Eag the individual’s name, o .
the individual’ s home address, or home telephone, facsmile or e-mail number;,

(c) information about the individud’s age, sex, sexua orientation, marital or family status,

(d) information about the individual’s ancestry, race, color, nationality, or national or ethnic
origin,

(e) information about the individua’s religion or creed, or religious belief, association or
activity,

) person)z/al health infamation about the individual,

(90 theindividuad’s blood type, fingerprints, or other hereditary characteristics,

Eh) information about the individual’s political belief, association, or activity,

i) information about the individual’s education, employment or occupation, or educational,
employment or occupationa history,

)] infﬁ_rmati on about the individual’s source of income or financial circumstances, activities,
or history,

(k) information about the individual’s criminal history, including regulatory offences,

EI) the individual’s own personal views or opinions, except if they are about another person,

m) the views or opinions expressed about the individual by another person, and

(n) anidentifying number, symbol, or other particular assigned to the individual .

erence — tion
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Personal Information Bank (FIPPA)*:

Means a collection of personal or personal health information that is organized or retrievable by
the name of an individua or by an identifying number, symbol or other particular assigned to an
individual;

Public Body*:

Public Body means
(@) adepartment.
(b) agovernment agency’
Eg; the Executive Council Office,
the office of aminister, and
(e) alocal public body,
but does not include
(f)  the office of a Member of the Legidative Assembly who is not a minister,
() theoffice of an officer of the Legidative Assembly, or
(h)  the Court of Appedl, the Court of Queen’s Bench or the Provincia Court.

erence — 10N

Trustee*:

A health professional, health care facility, public body or hedth services agency that collects or
maintains personal health information.
erence — ion

Use:

The use and sharing of personal or personal health information within the organization to
accomplish the organization's purposes. Access to a file or database by program staff or
contractors on a “need-to-know” basis would be considered a use under the Acts. Use does not
include disclosure.
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APPENDIX 2

ELEMENTS OF CONSENT FOR
PERSONAL INFORMATION UNDER FIPPA:

In offering the following elements of consent that should be addressed by a public body with
recorded information about an identifiable individual, the Ombudsman's Office is not suggesting
that there is a single consent form, activity or process by which informed consent may be
obtained in the use or disclosure of persona infarmation.

Personal information may only be collected, used or disclosed for purposes authorized under The
Freedom of Information and Protection of Privacy Act. Note that obtaining consent may not be
employed as a means of collecting personal information not otherwise authorized under the Act.
There is no provision for consent in relation to the collection of persona information from the
individual the information is about, but this process is available for use and disclosure of
information lawfully collected. FIPPA provides for the collection of personal information from
other sources in a limited number of circumstances, including when authorized by the individual.

Notwithstanding this, the limitation principle applies to the collection of personal information as
well as to its use and disclosure. In other words, every collection, use and disclosure must be
limited to the minimum amount of persona information necessary to meet the authorized
purpose.

It is the duty of public bodies to ensure that consent is obtained in a manner that is consistent with
legidative provisions under The Freedom of Information and Protection of Privacy Act Under
the legidation, consent may be required whenever personal information is used by or disclosed to
someone other than the individua the information is about.

We have put forward generic elements that could, in our opinion, be addressed in a flexible,
reasonable, and effective manner so long as the process follows the law and the result is
meaningful consent where it is required or sought. Addressing each of the elements of consent
can contribute to ensuring that the public body is providing the minimum amount of information
through clear, specific and informed consent.

To ensure that the public body will use and disclose the minimum amount of persona
information necessary to accomplish its purpose, the consent should be in writing and should
address the following elements of consent:

(a) the specific personal information to be used or disclosed;

(b) the identity of the person, organization or public body that the personal information may
be used by or disclosed to;

(c) al the purposes for the use or disclosure;
(d) astatement from the public body:

m afirming that a third-party recipient will be instructed not to use or disclose the
personal information provided by the public body, except for a purpose specified in
the consent, and

m specifying the subsequent disclosures, if any, that a third-party recipient will be
instructed it is permitted to make;

(e) an acknowledgement that the consenting individual has been made aware of:
= why the personal information is needed, and

m therisks and benefits to the individual of consenting or refusing to consent to the use
or disclosure;
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(f) the date the consent is effective, and the date the consent expires;
(g) astatement that the consent may be revoked or amended at any time.

To make our suggestion clear, we reiterate our opinion that a consent form need not articulate
every one of these elements under al circumstances, but each of the components should have
been carefully considered in the process of preparing such a form. While it is not our role to
prescribe or approve a specific form in advance of its use, we would be pleased to discuss the
suggested elements with you.

[duly 2003]
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APPENDIX 3

ELEMENTS OF CONSENT FOR
PERSONAL HEALTH INFORMATION UNDER PHIA:

In offering the following elements of consent that should be addressed by a trustee of recorded
persona hedlth information about an identifiable individua, the Ombudsman's Office is not
suggesting that there is a single consent form, activity or process by which informed consent may
be obtained in the use or disclosure of persona health information.

Persona hedlth information may only be collected, used or disclosed for purposes authorized
under The Personal Health Information Act Note that obtaining consent may not be employed as
ameans of collecting personal health information not otherwise authorized under the Act. There
is no provision for consent in relation to the collection of personal health information from the
individua the information is about, but this process is available for use and disclosure of personal
hedlth information lawfully collected. PHIA provides for the collection of personal health
information from other sources in a limited number of circumstances, including when authorized
by the individud.

Notwithstanding this, the limitation principle applies to the collection of personal health
information as well as to its use and disclosure. In other words, every collection, use and
disclosure must be limited to the minimum amount of personal health information necessary to
meet the authorized purpose.

It is the duty of trustees to ensure that consent is obtained in a manner that is consistent with
legidative provisions under The Personal Health Information Act Under the legidlation, consent
may be required whenever persona health information is used by or disclosed to someone other
than the individua the information is about.

We have put forward generic elements that could, in our opinion, be addressed in a flexible,
reasonable, and effective manner so long as the process follows the law and the result is
meaningful consent where it is required or sought. Addressing each of the elements of consent
can contribute © ensuring that the trustee is providing the minimum amount of information
through clear, specific and informed consent.

To ensure that the trustee will use and disclose the minimum amount of personal health
information necessary to accomplish its purpose, the consent should be in writing and should
address the following elements of consent:

(a) the specific personal health information to be used or disclosed;

(b) theidentity of the person, organization or trustee that the persona health information may
be used by or disclosed to;

(c) all the purposes for the use or disclosure;

(d) statement afrom the trustee:

m affirming that athird-party recipient will be instructed not to use or disclose the
persona health information provided by the trustee, except for a purpose specified in
the consent, and

m  gpecifying the subsequent disclosures, if any, that a thirdparty recipient will be
instructed it is permitted to make;

(e) an acknowledgement that the consenting individual has been made aware of:

m  why the persona health information is needed, and

m therisks and benefits to the individual of consenting or refusing to consent to the use
or disclosure;
(f) the date the consent is effective, and the date the consent expires;
(g) astatement that the consent may be revoked or amended at any time.
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To make our suggestion clear, we reiterate our opinion that a consent form need not articulate
every one of these elements under all circumstances, but each of the components should have
been carefully considered in the process of preparing such aform. Whileit is not our roleto
prescribe or approve a specific form in advance of its use, we would be pleased to discuss the
suggested elements with you.

[duly 2003]
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